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1

Preface

As part of our Master of Science study in System and Network Engineering at
the University of Amsterdam, we have done some field research on the topic
of automated system auditing. This paper outlines the results of our research,
and acted as a guide for the presentation we’ve given on March 8th, 2006. The
main goal of our research was to answer the why, what and how questions of
continuous auditing of IT. The questions will be answered respectively in the
next sections by Matthijs, Jonel and Fangbin:
• we will try to explain the context and justify the need for automated
system auditing;
• we will explain the various system aspects that could be target objects for
auditing;
• we will outline the architectural issues for an automated system audit, as
well as the (im)possibilities of auditing the suggested objects.

2
2.1

Why
Quality of information provisioning

Now that information has arisen as a new means of production and augmented
the traditional Produktionsmittel as defined by Karl Marx [1], information provisioning has become an important part of modern businesses. Premature disclosure of embargoed information, alternation of information to influence financial
outcomes (Enron, Ahold), but also the (apparently) rising number of threats
and vulnerabilities brought to companies through upcoming technology have
pushed quality of information provisioning to become a critical success factor.
How is this quality defined? It is acknowledged to be (at least) a very vast
subject compounding aspects of regular business/information processes, but also
technical elements such as software quality (such as as defined by Carnegie Mellon [2]), hardware quality (dito [3]) and quality of IT-maintenance activities.
This paper is about the latter, and focusses on the ‘security’ attribute of software, hardware and their administration (‘IT security’) in large environments.
Several reference frameworks and methods are available to support improvement of IT security. As depicted by the Systems and Software Consortium in
the Framework Quagmire [6], many such efforts are interrelated in some way
or another. ISO 27000 (formerly known as ISO 17799) aims to provide a reference bible describing what aspects (may) need to be dealt with, but doesn’t
tell organizations how to do so or how to prioritize them; the Systems Security Engineering CMM [4], or SSE-CMM, and Common Criteria [5] provide
‘hands-on’ guides for implementation and aid in prioritization. At the tactical/operation level, organizations develop security policies which define the
selection and application of procedural and technical security measures (baselines). Since policies are useless if they can’t be enforced, it should always be
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possible to verify actual implementation of such measures, e.g. presence of an
acceptable anti-virus configuration, correct implementation of certain filesystem ACLs, and whatever else an organization believes to compound the system
security posture (further details will be given in sections 3 and 4). The need
for baseline checking also becomes clear from Evards life cycle, as depicted in
figure 1; the Entropy transition between the Configured and Unknown states
represents influence of unknown elements on system state (and by extension,
it’s security state). This includes anything from accidental changes (unintendedly subverting Change Management) to unauthorized changes and intended
changes with unforeseen consequences. The very notion of that transition justifies continuous auditing1 .

Figure 1: Evard’s system life cycle
Whatever framework or method is used, it is clear that diligence is required
during the system and network administration processes, but also – and moreover – during software engineering processes, e.g. by paying attention to security
requirements even before the very beginning of a system life cycle. After all,
one can only audit systems which were designed with auditability in mind.

2.2

SSE-CMM

Let’s consider how continuous auditing could fit in regular processes within
larger organizations. The aforementioned SSE-CMM provides a capability maturity model for security engineering processes, spanning both worlds and enabling them to speak the same security language throughout the whole “trusted
product or secure system life cycle” [4]. Backed by NSA, DISA, NIST, MITRE,
SEI, Cisco and many others, it is designed to be used by providers of security services, security product engineers and everything in between. Combining
1 Obviously, security is more or less part of all states and transitions in Evard’s life cycle,
but that’s beyond the scope of this paper.
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the popularity of process maturity models with the growing Sehnsucht for stable security, it is likely that SSE-CMM will blend in with existing business
processes in more and more organizations. Customers of security services and
products may use it for vendor/partner selection, deducing the selection pool
to those vendors complying to a certain process maturity level. It may also
ease cross-organizational process chains by supporting trust transitivity; e.g.
when many separate organizations take part in the same process chain, defining
a baseline SSE-CMM-level may allow implicit trust. SSE-CMM adds eleven
security-specific process areas, or PAs, to the general CMM model, all of which
are built upon known-and-proven security best practices. With the accompanying SSE-CMM Appraisal Method, or SSAM, organizations are able to evaluate
the matureness of their own security engineering practices and benchmark it to
others. The main appraisal output is a maturity level evaluation for each process area, as depicted in figure 2. In the (near) future, third-party entities will
be able to certify themselves for appraisals, hopefully allowing wider acceptance
of SSE-CMM. Similar to CMM (and ISO 9000, for that matter), the SSE-CMM
maturity level only states something about the process, NOT it’s outcome. That
is, in theory, although highly unlikely, an organization with a level-5 maturity
score on all SSE-CMM PAs could still deliver a flawed product or service; reversely, without SSE-CMM, organizations may still deliver a ‘flawless’ product
or service — therefore, common sense and diligence remain required.

Figure 2: Example SSE-CMM appraisal
Now, where does continuous auditing fit in SSE-CMM? Continuous auditing
may aid maturity in at least two process areas: PA-05 Assess Vulnerability and
PA-08 Monitor Security Posture.
PA05 Assess Vulnerability
Summary Description
The purpose of Assess Vulnerability is to identify and characterize
system security vulnerabilities. This process area includes analyzing
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system assets, defining specific vulnerabilities, and providing an assessment of the overall system vulnerability. The terms associated
with security risk and vulnerability assessment are used differently
in many contexts. For the purposes of this model, vulnerability
refers to an aspect of a system that can be exploited for purposes
other than those originally intended, weaknesses, security holes, or
implementation flaws within a system that are likely to be attacked
by a threat. These vulnerabilities are independent of any particular
threat instance or attack. This set of activities is performed any
time during a systems life-cycle to support the decision to develop,
maintain, or operate the system within the known environment.
PA08 Monitor Security Posture
Summary Description
The purpose of Monitor Security Posture is to ensure that all breaches
of, attempted breaches of, or mistakes that could potentially lead to
a breach of security are identified and reported. The external and
internal environments are monitored for all factors that may have
an impact on the security of the system.
Now that a context has been established, the next section will educe the main
targets to audit by dissecting the elements composing an IT-infrastructure.

3

What

In this section, will be explain about what we want to audit from systems in
a company or an organization. Before knowing what we want to audit a few
topics will be explain. By following these topics we can get an idea how to
make a list with things to audit. The reason why we want to audit systems is
to monitor when changes happened which are not matched with the company
security policies. These systems we want to audit in an automated way and
continuous.
First the difference between External and Internal Auditing will be explain.
External auditing will be explained but not in detail. The focus in this part
of the report will be on Internal Auditing, at this part we will zoom into some
details. The last part of this section on list with things that we want to audit
are described. The source of information about External and Internal Auditing
was the book The Practice of System and Network Administrator [8].
• External Auditing
• Internal Auditing
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3.1

External Auditing

An audit is an evaluation of an organization, system, process, or product. It is
performed by a competent, objective, and unbiased person or persons, known
as auditors [9]. External Auditing is when a company employ an outside security team to examine the security of the company. The team will examine the
security from outside the company. They will try to break in the company periodically for large-scale audits and for the benefits associated with their external
viewpoint. The benefit of doing this is to check the security of the company
and to see if the security group (administrator) are doing it right. Before the
External Auditors carrying out an audit some arrangement had to be made
with the company. These include what kind of test the auditor will carry out,
a schedule which areas will be tested, what the goals of the test, what are the
risk and how far they will go with the tests. Some Security test which external
auditors can carry out are listed below.
• Scanning expose in network
• Scanning for remote access point
• Penetration test (Try to break into firewalls)
• In-dept attacks against a particular area. (Breaking further than firewalls,
e.g. company’s financial’s or customer database)
• Social engineering, which is typically the weakest link.

3.2

Internal Auditing

Internal Auditing is when the security team inside (system administrator) your
company will audit different things in your company. The team want to audit
the systems to check if they did and are doing their security work right. The
things that can be audit are as following:
• Checking whether security environment are in compliance with policies
and design criteria.
• Checking employee and contractor lists against authentication and authorization database.
• Physical checking on machine rooms, wiring and telecoms closets for foreign devices.
• Checking the relevant machines are up to date with security patches.
(Without approval of the change manager)
• Scanning relevant networks to verify what services are offered.
• Launching sophisticated, in-depth attacks against particular areas of the
infrastructure, with earlier specified success criteria and limitations.
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• Checking systems if they meet the security policy.
At this point we now know what the difference are between Internal and
External auditing. The focus is on the security environment, relevant networks
and checking systems. In the next three section the topic Security Policies,
About Systems and Checklist will be described.

3.3

Security Policies

A security policy is a generic document that outlines rules for computer network access, determines how policies are enforced and lays out some of the basic
architecture of the company security environment. The document itself is usually several pages long and written by a committee. A security policy goes far
beyond the simple idea of “keep the bad guys out”. It’s a very complex document, meant to govern data access, web-browsing habits, use of passwords and
encryption, email attachments, system monitoring and more. It specifies these
rules for individuals or groups of individuals throughout the company.
Security policy should keep the malicious users out and also exert control
over potential risky users within your organization. The first step in creating
a policy is to understand what information and services are available (and to
which users), what the potential is for damage and whether any protection is
already in place to prevent misuse [11].
Different places in a company need different set of policies. A few examples
of well know policies are described.
3.3.1

Acceptable Use Policy (AUP)

An acceptable use policy describes who the legitimate users of the computer and
network resources are and what they are permitted to use of those resources.
The legitimate users of the computer and network resources are required to sign
a copy of this policy, acknowledging that they had have read and agreed to it
before being given access.
3.3.2

Monitoring and Privacy Policy

The monitor and privacy policy describes the company’s monitoring of their
computer and network resources, including activity on individual computers,
network traffic, email, web browsing, audit trails and logging monitoring. A
copy must be sign before getting accessing to the resources.
3.3.3

Remote Access Policy

The remote access policy should explain the risks associated with unauthorized
people gaining access to the network, describe proper precautions for the individual’s “secret” information (pass-phrase, personal identification number [PIN],
and so on), and provide a way to report lost or stolen remote access tokens so
they can be disabled quickly.
Page 8 of 26

Student paper: Continuous Auditing (LIA, 2005-2006)

3.3.4

Network Connectivity Policy

The network connectivity policy describes how the company sets up network
connections to another entity or some shared resources for access by a third
party.
3.3.5

Log Retention Policy

The log retention policy describes what is logged and for how long.
The above mention policies are some examples of about policies. To audit
systems their must be a policy that describes what an OS must have te operate
on the network. For example an OS must have an Antivirus.

3.4

About Systems

Before knowing what we want to audit about a computer system, there are a few
things you need to understand about computer system first. There three basic
things computers are comprise with, Central Processing Unit, the Operating
System and Applications Programs. In most cases there is also a fourth system
in companies which is Database Management System. Here is were the data
resides and is managed. Each of these component is described in the following
sections. The information about this section is found in the book Auditing
Information Systems, Second Edition [10].
3.4.1

Central Processing Unit

The Central processing units are usually connected to various peripheral devices
that assist in storing, accessing, and transmitting data and also in the production of information output. Examples of peripheral devices include external disk
drives, single CD-ROM and CD-RW drives, multiple CD-ROM drives (sometimes called “jukeboxes”), magnetic tape drives, disk packs, printers, routers,
bridges, gateways, controllers, visual monitors, keyboards, terminals, and others. These devices are collectively referred to as computer hardware.
3.4.2

Operator System

Operating systems are programs that are required to make hardware devices
function. They are usually loaded into computers during the manufacturing
process. Operating systems typically include an assortment of utility programs
that assist in the functioning, maintenance, and security of the various hardware
devices. The operating system and utilities are collectively referred to as system
software. Examples of common operating systems include DOS, Windows, OS/
2, NetWare, OSX, Unix and Linux.
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3.4.3

Application Programs

Application programs are required to make a CPU and system software perform
business functions. The application programs must be written to run on top
of a particular operating system. The application programs have been written
to perform general tasks such as word processing (e.g., Word, WordPerfect),
spreadsheets (e.g., Excel, Lotus 1-2-3), and data analysis (e.g., Access).
3.4.4

Database Management Systems

A database management system (DBMS) is a computer program (or more typically, a suite of them) designed to manage a database (a large set of structured
data), and run operations on the data requested by numerous clients. Typical
examples of DBMS use include accounting, human resources and customer support systems. Originally found only in large organizations with the computer
hardware needed to support large data sets, DBMSs have more recently emerged
as a fairly standard part of any company back office.
DBMS typically consists of a suite of programs that are used to define,
query, secure, and generally manage large volumes of data. Having data located
in a separate DBMS offers several benefits, including the flexibility to change
applications without affecting the data, the ability to eliminate data redundancy
formerly required by non open applications, and the ability to better secure and
monitor the data.
3.4.5

Physical Security Controls

Computer hardware includes the CPU and all peripheral devices. In networked
systems, these devices include all bridges, routers, gateways, switches, modems,
hubs, telecommunication media, and any other devices involved in the physical
transmission of data. These pieces of equipment must be adequately protected
against physical damage resulting from natural disasters, such as earthquakes,
hurricanes, tornadoes, and floods, as well as other dangers, such as bombings,
fires, power surges, theft, vandalism, and unauthorized tampering. Controls
that protect against these threats are called physical security controls. Examples of physical security controls include various types of locks (e.g., conventional
keys, electronic access badges, biometric locks, cipher locks); insurance coverage over hardware and the costs to re-create data; procedures to perform daily
backups of system software, application programs, and data; as well as off-site
storage and rotation of the backup media (e.g., magnetic tapes, disks, compact disks [CDs]) to a secure location; and current and tested disaster recovery
programs.
3.4.6

Logical Security Controls

Computing systems must also be adequately protected against unauthorized access and accidental or intentional destruction or alteration of the system software
programs, application programs, and data. Protecting against these threats is
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accomplished through the deployment of logical security controls. Logical security controls are those that restrict the access capabilities of users of the system
and prevent unauthorized users from accessing the system. Logical security controls may exist within the operating system, the database management system,
the application program, or all three.
The number and types of logical security controls available vary with each
operating system, database management system, application, and in many types
of telecommunication devices. Some are designed with an extensive array of
logical security control options and parameters that are available to the system
security administrator. These include user IDs, passwords with minimum length
requirements and a required number of digits and characters, suspension of user
IDs after successive failed sign-on attempts, directory and file access restrictions,
timeof- day and day-of-week restrictions, and specific terminal usage restrictions.
Other operating systems and applications are designed with very few control
options. For these systems, logical security controls often seem to be added
as an afterthought, resulting in control settings that are weaker than what is
reasonably desirable, even when the maximum available access restrictions have
been implemented.
Many systems are programmed with controls that are commensurate with
the degree of risk associated with functions performed by the systems. For
example, a high-risk wire transfer transaction processing system at a financial
institution should have significantly more extensive controls than a lower-risk
non transactional record-keeping system at the same institution. However, be
alert to high-risk systems with poor controls. Many high-risk systems have
been programmed with inadequate control features or have adequate control
features available but the features are inadequately implemented. Problems can
occur when programmers and/or process owners are not aware of one or more
significant risks facing the organization during the use of the system.
3.4.7

Location of Physical and Logical Security Controls

The figure below describes a computer systems. These are the part it’s consist
of.
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Figure 3: Single Computer System
3.4.8

Network Computer Systems

This other figure described a few computer systems connected to each other.
This forms a network of computers.

Figure 4: Network Computer System

3.5

Getting to a checklist

By so far we now most of things that we need to now to make a checklist. A
checklist is a tool were we make notes to ensure that a long list of items are not
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forgotten. First of all what we want to audit must be in a automated and continuous way. The things to audit are the internal systems. These includes computers, servers, operating systems on the computers and servers, applications,
the network, routers, switches, Check if systems are patched or not patched,
Services running on the hosts, Resources in use and so on.
The security policy from the systems as described in paragraph 3.3 are
known. It is what are written in the policy document about the systems is
what we are going to audit. To do so we needed to now how a system looks like.
We need to now the amount of computers and servers available on the networks.
About these systems we need to now which operating systems they have installed
on. What applications are running on these computers and servers. What kind
of service each server is providing. The amount of routers and switches available
on the network. When having a list of all these things we can group them.
Here are some examples of a list with a few things we want to audit from
systems. From the list mention in paragraph 3.4 Operating System, Application
Programs and Logical Security some examples will be described. The list with
things we want to audits can be much much longer. It depend what about what
kind of company it is, and what are the thing that are imported to audit.
3.5.1

Audit Operating System

• Antivirus
• Firewall
• Security updates
• Status of the default configuration
• File systems
Antivirus
We want to audit every computer the network if they have an antivirus installed
on. Also we want to audit if the virus definition is updated regular.
Firewall
Equal as antivirus we want to audit if there is a firewall on every computer
installed. Also we want to audit if the configuration and the policies set has
changed. If the configuration or policies unexpected changes, this can be an
open door for hackers.
Security Updates
New vulnerabilities and exploits are detect almost every day. The make the computers less vulnerable, we want to audit if the last security updates are installed.
Status of the default configuration
With the status of the configuration is meaning, if a computer is in de normal
state or it in the entropy state. The normal and entropy state is describes in
Page 13 of 26
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section “Why?”.
File systems
For file system we want to audit files that are stored on the system. If files that
not must change, change suspicious or if files are deleted.
3.5.2

Application Programs

• Services running
• Open ports
• User policies
• Backups
• Log files
• Changes Network Infrastructure
• Network configurations
• Routers, Switches, MAC address, IP, gateways etc.
Services running
For example their is a server running only a web server on it. This means auditing this server we must only see the web server service running on that system.
If there another or more services running some action must be taken.
Open ports
On the host running the web server are some ports open. We want to audit if
these ports are open and not also other ports.
Backups
Audit the systems who has to make backups every day. Checking of the backups
are made.
Log files
Example from the backup system log files are generated when a backup is made.
These log files we want to audit too.
Changes Network Infrastructure (without change procedure)
We want to audit the network infrastructure if unknown switches, hubs or
routers appear on the network.
Network configurations
We want to audit the configuration files in the routers if they had change.
Routers, Switches, MAC address, IP, gateways etc.
Audit if IP addresses change.
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3.5.3

Logical Security Control

User policies
User policy, checking the registry from the user. This will check if the policies
from the user are changed. Normally a user is limited of the use on a computer.
These limited are set by policies in the registry (On a Windows System).
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3.5.4

Example of a checklist

On the NIST website under the section of Federal Agency Security Practices [12],
which is area that contains a list of categories found in many of the NIST Special
Publications. Based on these categories, agencies are encouraged to share their
information technology (IT) security information and IT security practices and
submit them for posting on the FASP site. At this section are e few examples of
checklist found on what we want to audit about a system. Below is an example
taken for a Window NT system.
ref
1.0
1.1
1.2
1.3
1.4
1.5
1.6
1.7
1.8
1.9
1.10
1.11
1.12
1.13
1.14
1.15
1.16
1.17
2.0
2.1
2.2
2.3

NT SECURITY
GENERAL CONFIGURATION
File server partitioned for NTFS only (not FAT)?
Console logon not assigned to normal users?
Group membership is consistent with Need-to-Know
Only authorized Trust Relationships exist
GUEST accounts are disabled or removed?
The “regedt32.exe” file has been
removed/access restricted
Anonymous connections (FTP/TELNET/etc) prohibited?
Services for Macintosh requires the
User Authentication Module?
Only Agency-authorized software is loaded on the server?
Current Microsoft Service Packs
and Relevant Hotfixes installed?
Is the fileserver used as a Web Server?
If yes, what WWW Server Software?
Backups performed on a regular schedule?
Emergency Repair Disk exists and is up-to-date
Unnecessary Services are disabled
Only the Administrators group has rights to.
Manage auditing and security logs.
Only the Administrators group has rights to.
Take ownership of files or other objects.
Permit Blank Passwords in the Minimum.
Password Length field is disabled.
SYSTEM PHYSICAL SECURITY
Is the fileserver contained in a locked room / repository?
Is the fileserver protected against inadvertent/
advertent tampering by unauthorized personnel?
Is the fileserver under visual access by staff?

Page 16 of 26

Yes

No

Student paper: Continuous Auditing (LIA, 2005-2006)

3.0
3.1
3.2
3.3
3.4
3.5
3.6
3.7
3.8

3.9
3.10
4.0
4.1
4.2
5.0
5.1
5.2

5.3
6.0
6.1

6.2

6.3
6.4

4

WINDOWS NT ACCOUNT POLICIES
Maximum password age is 90 days?
Minimum password length is at least 6 characters?
Password uniqueness: remember 8 passwords?
Account Lockout after 3 bad logon attempts?
Reset count after 30 minutes?
Lock duration: duration 30 minutes
User must logon to change password?
“Everyone” removed from Logon
Locally/Shutdown System?
(Found in the User Manager under “User Rights”)
Hide last login user name (See Registry Settings 6.2)
Install an Agency approved Warning Banner
ACCOUNT AUDITING
Auditing is Enabled For Logon and Logoff
(Success and Failure)
Auditing is Enabled For Security policy
changes (Success and Failure)
REMOTE ACCESS CONFIGURATION
No servers are identified in
“Remote Access Services” (RAS)
If running RAS, is “Require Microsoft encrypted
authentication” selected? Also, is
“Grant dial-in permissions to user”
checkbox selected only for users requiring remote
dial-in access?
Default passwords for remote software removed/changed?
REGISTRY SETTINGS
HKEY LOCAL MACHINE\ SOFTWARE Microsoft\
WindowsNT\ CurrentVersion\ Winlogon\ Auto\
AdminLogon
HKEY LOCAL MACHINE\ SOFTWARE\ Microsoft\
WindowsNT\ CurrentVersion\ Winlogon\
DontDisplay\ LastUserName
HKEY LOCAL MACHINE\ SYSTEM\
CurrentControlSet\ Control\ Lsa\ FullPrivilegeAuditing
HKEY LOCAL MACHINE\ SYSTEM\ CurrentControlSet\
Control\ SecurePipeServers\ Winreg\
Description Data Type: REG SZ: Registry Server *

Yes

No

How

In this section, a number of technical issues about the security auditing tools
will be discussed. First of all the theory basis of the available system auditing
tools will be given where the design issues of the auditing tools will be discussed.
Next, the available tools will be discussed one by one where the structure, the
working theory, the advantage and the disadvantage will be given. After the
available tools has been discussed, the limitations of the overall auditing tools
will be reviewed and discussed.
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4.1

Theory Basis of a CSA Tool

If a system wants to make itself secure, it needs to check all the possible weak
points within the system or network environment as completely as possible for
the applications and network components supplying the services. Within all
these possible points, a part of vulnerability can be more terrible than others.
That means that, this part of vulnerability can be the secure holes for the system
all the time possible. As a result, the elimination of other vulnerabilities will be
not completely effective. Attackers can still violate the system or network by
attacking on those more terrible weak points.
Thus, to audit the system security completely, an effective initialization point
will be of most importance. The system auditing process must be carried out on
the lowest level of system security check. That means the most terrible security
weak point should be firstly investigated and figured out. Through enhancing
all the weak point initially, the system security level is raised up.
A big organization will have many alternative application systems and network components and services. For all this different systems and network applications, alternative security auditing life cycle will exist for each of them. For
some of them, a long security auditing life cycle is proper. For others, a short
and frequent security check is necessary. Further, for those who require high
security guaranties, multiple loops needs to be carried out for it. In this way, the
security level will be raised up one by one. During this process, various security
weak points are enhanced. At the same time, new security policies should be
generated after each enhancing cycle.
Therefore, there are many different tools now available on the market on
this moment, some of them are proper to be utilized for frequent security check,
such as for network security vulnerabilities. Others are proper to be utilized
for some penetration test in a company who asks a high acquisition of security
assurance. And there are also some kinds of real time events log tools for
monitoring the system performance dynamically. In this way, new security
weak points or vulnerability potentials will be found as soon as it comes up in
the first instance.

4.2

Types of Available Tools for CSA

At this moment, multiple system auditing tools are available on the market.
Because of a large number of available tools, instead of supplying the specific
names for every type of system security processes, in this section, a description
of the most important types which can cover most of the tools available on the
market at this moment will be given.
As stated in the article [20], first type and also the most utilized type within a
organization is defined as “Vulnerability scan”. During this sort of examination,
some possible vulnerability points within a system or network for specific wellknown attacks are examined to check whether the system is able to prevent
itself from the attacks. In this way, the important patches and updates for
some system application or infrastructure and network traffic will be detected.
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As a result, the miss of some important ones will generate a alarm for the system
auditing personals to update or install some patches to the respective system
or network modules.
Besides vulnerability test, another important system security auditing process to discover the system security weak point is “Penetration Test”. In such
test, the system becomes the target of some pre-planed system or network attacks which will applies the most possibilities of system attacks onto the system
so that as many weak points as possible will be discovered. Since this sort of
examination will be able to violate the system’s performance to some certain
degree or time duration, it is conducted so often as previous one, “Vulnerability
Test” which can be organized on a monthly or weekly basis.
Another ways to conduct a system security auditing is to detect the system
security vulnerability through auditing the events logged for both the system
and the network processes. Through reviewing the events happening in the
system in the passed period, not only the known system vulnerabilities can be
discovered, but also the new vulnerabilities can be disclosed which requires then
new security policy in order to prevent it from happening again in the future.
Also after a system upgrade or a network optimizations.
Besides the most important aspects specified above, there are also some
other aspects which can also be utilized to update the system security policy
or security checklist. Most of these processes should be conducted by the chief
information officer in a organization or enterprise. For example, for “Security
Checklist Review”, the public known checklist is utilized to check the local
system and network vulnerabilities, such as the software updates, configurations,
and possible weak points for the attacks.
Also, security policy need to be reviewed to verify that the pre-defined security demands has been implemented well as expected and the system indeed
works according to the common policy. In this auditing process, the policy of
a system or network needs to be reviewed in a detail level. As many points
as possible should be reviewed. Also some kind of requirements satisfaction
database or table need to be utilized for the confirmation. As a result, this kind
of system security auditing does not need to be conducted frequently, but can
be conducted on a longer period basis, such as a half-year or a yearly interval.

4.3

Execution of CSA

To audit the security issues of a system within a big organization, a set of
operations will be carried out step by step. These steps need to be executed not
only once, but should be duplicated for a couple of times in a cycle manner. In
each of these cycles, the baseline of the system security will be improved and
the system security is enhanced.
As shown in the figure 5, the first step within a life cycle of system security
auditing is planning. That means the auditors need to communicate with the
system management and utilization parties. In this way, the system security
level requirements can be decided. In this step, the expected behavior of different systems can be defined. And this will also be the target to be examined in
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Plan
Action

Do
Check

Figure 5: PDCA Model of a CSA system

the next step.
After a good auditing plan has been generated, the system auditing will
begin to examine the system. This is the second step with a system auditing
life cycle, called “Doing”. Through checking the system services supplied by
and the working manner used by system components, various security holes can
be discovered by alternative tools and tests.
After the security holes has been figured out in the previous step, the third
step, called “Checking” will be booted. In this step, the system security weak
points will be analyzed. The possible reasons will be listed for the security holes
of systems. In the end, some solutions will be supplied in this step to eliminate
the discovered security problems.
As the last step in the life cycle of a system auditing process, the ”Action”
step, the links found between the security weak points and the system settings
should be utilized. The action will be carried out on the different sectors of
systems or networks, such as system policies, network structures and network
components. Through all these enhancements, the system security level is improved. At the same time, a more secure network services will be supplied, an
enhanced policies will be utilized, and a more sophisticated network devices can
be loaded.
As described above, this system auditing process can be carried out in a cycle
manner. That means the process can be done after a round has ended. Through
a number of rounds, the system’s security can be improved significantly to a
desired and adequately high level to make a enterprise’s business as continuous
and stable as possible.

4.4

Available Tools for CSA

Depending on different sorts of systems and alternative levels of security requirements upon them, various types of system auditing tools can be deployed
for various targets. Some of the tools are proper for a frequently, term based
security check. Others can be better used to investigate the system holes of a
system newly installed or built up.
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4.4.1

Nessus

As stated in the Nessus user guide [17], Nessus is a open source vulnerabilities
scanner. It is now maintained and developed by company Tenable Network
Security, Inc. It’s a open source software, meaning that it is offered to all the
users around the world for free.
Within this scanning system, there is a central control serve, called “lighting
console”. It is responsible for collecting the information from all the distributed
clients. Each distributed client is running on the various local machines. These
clients collect the local system information and process statistics and send them
back to the central controlling server for the later analysis and actions.
To initiate the auditing process, Nessus will scan the network structure of the
target and the system parameters. Also, the available services supplied by the
system can be discovered in this way. Through this initial scan, Nessus can know
which algorithm and which processes should be utilized with the scanned system
and network. This, system fingerprint feature enables Nessus to be employed
in many alternative environments, without capturing the system information at
advance. This initial system and network scan can be done in both rapid and
complete but slow way. A rapid system scan can be utilized when some urgent
decisions need to be made by the network administrators of a company. On the
other hand, the completely system scan should be carried out per season or per
year. In this way, new vulnerabilities can be figured out and eliminated timely.
Once Nessus achieve the system information and network structure and services, the security examination can be initialized. As described above, since
Nessus applied a parallel working manner, multiple scanning machine can run
at multiple locations simultaneously. In this way, the speed of system scanning
is improved significantly. The location to start a scanning should be chosen
carefully. Sometimes, it is more proper to scan the system from outside of an
internal network. In this way, a simulated attack by a external attacker can be
executed. Also, an internal scanning point can be chosen to examine for example whether a system disaster recovery plan is proper against some system’s
critical machine’s defection. Scanning from business partner’s network can also
be helpful to disclose whether there is some back hole on a securely protected
system on the front end.
With Nessus scanning system, the user or network administrator can state a
configuration file for Nessus with the demanded network compliance policy and
requirements. With this file, the Nessus will be able to scan the system and
network components to check whether the supplied requirements are satisfied.
In this way, alternative organizations can all generate their own policies and
let Nessus utilize it when scanning their own system. Also, together with this
feature, the network administrator of a system will not need to understand the
source code of Nessus system to change the policy template code so that he can
set the policy for its own organization.
When the scanning is terminated, the result can be found on the central
controlling point. The founded vulnerabilities on the various local stations can
be analyzed and the respective actions can be done to eliminate it. Sometimes,
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some false positive results can be returned which should be figured out and
separated from the normal result. These results can be raised from various
reasons, for example, firewalls, or filters are used by some sites which results
that too many ports are open on a machine. Thus, the network administrators
must can fortunate full knowledge of enabled network services and features to
be able to find out this false reports.
In the end, with utilizing Nessus scanning system, some system crash possibilities should be taken care of. There are various reasons for a system to crash.
Some typical ones are such as, too many sockets are opened on one server, too
many queries are sent to one host, or too many services ports are connected and
the opening sockets are not closed for a long time.
4.4.2

Snare

Snare is another popular tool for auditing the system’s security. It is eventdriven tools. Through collecting the events happening within a system, the
vulnerabilities can be discovered as soon as it happens. Snare is a system,
developed by Intersect Alliance who has developed the first system security
auditing and event logging software for the Linux system in the world.
Within the Snare system, a distributed system structure is utilized. Again,
there is a central event collecting server. The entire distributed local event
scanner will collect the local system’s even logs and send it back to the central
server. Because of this structure, the network will be loaded intensively by
Snare to transfer massively amount of data from its remote agent to the central
point. Thus some kind of filtering algorithm will be necessary on the local host.
This filter can be settled and changed by the network administrator at the
central controlling point. With Snare event logging system, the administrator
can configure the remote agent by central server through a simple browser. In
this way, the remote agent can be managed simply and efficiently.
With the Snare system, the security policy can be stated by the management
team of a enterprise at advance. Next, Snare will monitor the local system and
logging the events according to the stated security policy and send the logs back
to the administrator. In this way, only those desired events will be reported
which could release much load for local resources.
The events log will be generated in a real-time manner. When a event log
is generated, it will be transferred to the central server immediately. Thus the
collecting latency will only be introduced by the network transfer components.
In this way, the possibilities for the events log to be changed or deleted by the
attacker will be very small. Once a event happens, it will be logged however
the attacker have eliminated all the other data. To ensure all the demanded
events can be reported, the remote logging agent needs to be able to run stably
as long as possible. A monitoring module, called “wrapper”, has been supplied
by Snare which can detect whether a remote agent works well after each certain
interval. In this way, the number of missed event logs can be reduced to a very
lower level.
With events logs collected at central server, the administrator will be able
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to analysis the system processes according to the logs. Further, the requested
policies can be generated so that the system vulnerabilities will be eliminated.
Although the data are stored in a database by the central point, the administrator needs not to access it to collect the data demanded. A number of
standard objectives have been supplied by Snare system. In this way, the data
can be used directly by administrator without caring about how to achieve data
wanted. Also, administrator can define new objectives by itself if the demanded
objective is not available in the standard objectives pool of Snare.
Through utilizing Snare events logging system, the vulnerabilities within a
system can be detected as soon as it rises. With the ability of configuring the
security policy locally, each organization can state its own security demands and
let Snare system work according to it respectively. More features will be added
to it in the future. More details can be found in the document [13]
4.4.3

YouRen

YouRen is penetration test system, which is a commercial product but not open
source software. With this system, security within an enterprise environment
can be tested as if a real attack is happening. Through apply this system, the
system vulnerabilities will be tested extensively and completely. Such a kind of
penetration test will be useful when a system upgrading has just been finished
or a new network infrastructure has been deployed.
To execute a penetration test with this system, a number of steps are included. The first step is to check whether a network system of an organization
have some remote attacking vulnerabilities. Within YuRen security testing system, a vulnerability database has been generated where the most utilized remote
attack methods are stored. Through testing the system’s security against all
of these possible attacks, the system can be ensured to be immutable to most
remote attacks.
The second step would be testing for the password security. In this step,
the test is executed to check whether there is password within the system of an
enterprise which is not sufficiently secure according to certain security policy.
In the third step, the internal various devices are tested, such as staff’s work
stations, web servers, file servers, database servers, etc. Through the tests for
this step, the security in the internal systems can be enhanced and most of the
system settings on the internal network can be upgraded.
In the forth step, the security plug-ins on all the system components will
be examined. Through installing a security plug-in managing module on each
distributed machine, the network security administrator can also distribute the
necessary security plug-ins to all the machines within the system. Also, it
enables the network security administrator the ability to departure a machine
once finding that a machine is attacked by some virus.
In the last step, many supporting methods can further used to test the
vulnerabilities on some web servers such as SQL injection error, robustness
capacity test, etc.
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For different attack targets, different locations should be chosen, such as
internal networks and external networks. The target such as remote request
buffer overflow should be tested in this location. Also, password cracking and
business software testing can be tested from an internal network point. The
external attack can be utilized to test the network devices, web applications
and also firewall’s capacities. Sometimes, the attack can also originate from a
VLAN to test the security on a network devices.
Since the penetration test is a kind of simulation of a true attack, the schedule
need to be chosen carefully. Otherwise, it would violate a organization’s normal
work flow. Thus, normally, the penetration test should be executed in a low
work period. Also, to make an enterprise’s business become seamless, the system
should supply some backup algorithm. In this way, even though the system
may be crashed by the penetration test, the backup system can also supply the
desired services for its customers. Further, the monitoring of the penetration
test can also be a necessary help tool to ensure the success of the test. With
a well chosen monitoring method, various tools can be utilized to monitor the
process of a test, such as Ethereal, Sniffer Pro, etc.

4.5

Limitations of Available Tools in CSA

Although the described security investigation tools can help a network administrator to enhance the system’s security, there are still some limitations on the
most of available tools present on the market.
Firstly, the available tools do not have the capacity of detecting whether
some security software is indeed running on a device. It means, although the
vulnerabilities can be scanned and eliminated on a local machine, the required
software or security policies can not be detected on the local machine. As a
result, the network administrator still needs to check manually whether some
security plug-ins is indeed installed and validated by the local user.
Secondly, when a security scanning has been finished, sometimes, a significant amount of data or logs will be generated. How to access all these data
would become of big importance for a security analysis personal. Being able
to access the necessary data efficiently would be extremely helpful for such a
staff to figure out the best solutions. Otherwise, it is very easy for a analyzer
to become mislead by too much less relative data.
Further, as shown in figure 6, the accuracy of the security scanning results
would be affected by the schedule chosen for the execution of scanning. The
most true view of the system usage should be at the most busy moment of
system or network, such as a “Peak” time. But, since the security scanning
maybe can violate the system’s services, most of examinations are executed at
a “down” service time. As a result, the testing result will not be able to reflect
the true situation when the system is full-loaded.
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Speed

Stability

Accuracy
Figure 6: Evaluation of CSA Tools

5

Conclusion

In attempt to establish some level of assurance on information provisioning
systems, continuous system auditing is a sensible addition to existing securityrelated activities such as availability monitoring. Many different approaches
exist today, most notably including vulnerability testing, penetration testing
and event-driven auditing. The Deming cycle seems to be a proper guideline
for such activities, providing the well-established Plan-Do-Check-Act way of
structured live. In larger organizations, these activities may become part of a
SSE-CMM implementation, although the latter will depend on the will (commitment) or need to reach a certain maturity level on process areas PA-05 and
PA-08.
Several tools are available which support the aforementioned. Three of
them are introduced here. Nessus is a vulnerability scanning system. Through
scanning the system components, the weak points can be found (and then be
fixed manually). Secondly, Snare system is an event-driven auditing system.
Through analyzing the system events log, the vulnerabilities can be avoided
timely. YouRen is a penetration testing system, which can be utilized when a
new system has been developed or a network infrastructure has been upgraded.
Various tools have various limitations. Most of them are not yet capable
of checking whether certain security modules or policies are indeed utilized by
the local user. Also, the ability of access the huge amount of data can still
be enhanced through for example utilizing some kind of metadata servers, etc.
In the end, the accuracy and speed of security scanning can be limited by the
stability requirements on some system or network applications. Only certain
extent can be made to each factor, but not full extent of all factors.
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