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Organisation: K-Root server

http://k.rootservers.org
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Organisation: DNS Root server

http://faq.oneandone.co.uk
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Project introduction: Tools

● Tcpdump
● Ethereal
● dnstop
● Scripts (awk, Ruby)
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Research: Bogus categories

● A for A queries
● Private IP reverse queries
● Reserved IP reverse queries
● Local domain queries
● Invalid TLD queries
● Identical query IDs queries
● Repeated queries
● TLD not cached queries
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A for A queries

A? x.y.80.66.
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Private IP reverse queries

       PTR? 1.0.0.127.inaddr.arpa.
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Reserved IP reverse queries

PTR? 192.168.253.241.inaddr.arpa.
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Local domain queries

       A? svr004.network.local.
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Invalid TLD queries

 A? Maschult1.Speedport_W_700V.
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Same query IDs queries

     id 5134, A? www.google.com.

     id 5134, A? www.os3.nl.
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Repeated queries

IP x.y.96.200 A? www.os3.nl.

IP x.y.96.200 A? www.os3.nl.

IP x.y.96.200 A? www.os3.nl.

IP x.y.96.200 A? www.os3.nl.
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TLD not cached queries

IP x.y.96.200 A? www.os3.nl.

IP x.y.96.200 A? www.google.nl.
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Research: Filter capture data

17:10:34.283465 A? A1FREEMAN.COM.INBOUND10.MXLOGIC.NET.

17:10:34.933914 A? A1FREEMAN.COM.INBOUND10.MXLOGIC.NET.

17:10:35.203961 A? A1FREEMAN.COM.INBOUND10.MXLOGIC.NET.

17:10:35.498391 A? A1FREEMAN.COM.INBOUND10.MXLOGIC.NET.

17:10:34.283465 A? A1FREEMAN.COM.INBOUND10.MXLOGIC.NET.
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Research: Causes

● Software bugs
• A for A, Private IP reverse

● Not updated software
• A for A

● Misconfigured software
• Private IP reverse, TLD not cached

● Firewalls
• Repeated
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Research: Solutions

“Client” side:
● Install and use stable software
● Update software
● Configure software appropriatly
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Research: Solutions

“Server” side:
● Access lists
● u(RPF)
● Contact software vendors
● Contact the owners of “big” sources
● Add additional servers
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Conclusion

Statistics:
● Total % of bogus:

AMSIX: 80.70%
NAP: 14.65%

● Top 10 IP addresses responsible:
AMSIX: 10.75%
NAP: 42.40%

● Sources: 3 or 4 octets?
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Conclusion

Solutions:
● Contact software vendors
● Contact owners big sources
● Add additional servers
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