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Introduction

What we are going to tell. ..
@ What is the problem?
@ What is a Caching Open Recursive Nameserver?
@ Practical Research

Reconnaissance work

DNS query (maximum UDP packet size)
DNS answer (TXT records)

UDP and DNSSEC

An actual DNS DDoS attack

@ Defending strategies

@ Do we have to be concerned of large DNS DDoS attacks using
CORNS?
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.
Once Upon A Time. ..

@ The Internet was a happy place where it was easy to help your
friends and neighbors:

Telnet was THE remote administration tool/protocol

Open SMTP relays were the norm rather than the exception
Nameservers were Open Recursive. . .

etc.

@ In short: the Internet was build to be used by everybody — NOT
abused!
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But unfortunately, things change. ..

@ In 2006 several high-impact Distributed Denial of Service (DDoS)
attacks.
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But unfortunately, things change. ..

@ In 2006 several high-impact Distributed Denial of Service (DDoS)
attacks.

@ Primary attackers: Caching Open Recursive Nameservers further
revered to as CORNs.
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What is a CORN?

@ What is a DNS server?
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What is a CORN?

@ What is a DNS server?

o Converts FQDN to IP-addresses and vice versa

Defending strategies

(ﬂ E
DNS
pA Mame Server 1
o IE Q3 :
- »
-
Ant+1 Az
DNS Client Frefarad
(application +resclver) DNS Name Server DNS
Mame Server 2
%,
A

Further Work



Introduction What is the problem? Practical Research Defending strategies
.
What is a CORN?

@ What is a DNS server?
o Converts FQDN to IP-addresses and vice versa

@ What is a Open Recursive Nameserver (further: ORN)

Further Work

G E
DNS
pA Mame Server 1
o Q3 :
. ] >
-
Ant+1 Az
DNS Client Frefarad
(application +resclver) DNS Name Server DNS
Mame Server 2
%,
A




Introduction What is the problem? Practical Research Defending strategies
.
What is a CORN?

@ What is a DNS server?
o Converts FQDN to IP-addresses and vice versa

@ What is a Open Recursive Nameserver (further: ORN)
@ A recursive NS for the whole wide world

Further Work

G E
DNS
pA Mame Server 1
o Q3 :
. ] >
-
Ant+1 Az
DNS Client Frefarad
(application +resclver) DNS Name Server DNS
Mame Server 2
%,
A




Introduction What is the problem? Practical Research Defending strategies Further Work
.
What is a CORN?

@ What is a DNS server?
o Converts FQDN to IP-addresses and vice versa

@ What is a Open Recursive Nameserver (further: ORN)
@ A recursive NS for the whole wide world

@ What is Caching Open Recursive Nameserver
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Reconnaissance work. . .

@ How to create a list of Nameservers?
@ How to determine if they are Open Recursive?
@ How to determine if they cache?

@ How to determine if the NS is a forwarder?

* test.0s3.nl.

Open Recursive Nameservers

DA
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Further Work

@ How to create a list of Nameservers?

@ How to determine if they are Open Recursive?

@ How to determine if they cache?
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Reconnaissance work. . .

How to create a list of Nameservers?

How to determine if they are Open Recursive?

How to determine if they cache?

How to determine if the NS is a forwarder?

Further Work

Q
Internet
full of
A1 CORNs
. Q2
Q2
* test.0s3.nl.




Introduction What is the problem? What is a CORN?

Practical Research

Practical Research

Defending strategies Further Work

] Zonefile | NS | NS (without timed-out) | CORNs |
.int (inside .int domain) 59 51 21 (36%)
.int (outside .int domain) 203 195 65 (32%)
.edu (inside .edu domain) || 4264 3333 2142 (50%)

.edu (outside .edu domain) || 5124 4552 2173 (42%)
y totals [ 9650 | 8131 | 4401 (46%) |

Table: Total numbers zonefiles statistics

DNS Measurement estimates 9.000.000 nameservers running on

the Internet.

With our test results we could estimate ~3.690.000 nameservers

are CORNs!



@ Maximum DNS UDP packet size: 512 bytes

@ Normal DNS query size: ~50 bytes

«O>» «Fr «=)r» «E)»

DA

Open Recursive Nameservers




Introduction ~ What is the problem?  \What is a CORN?  (Practical Research) Defending strategies  Further Work

Practical Research

The query (maximum DNS UDP packet sizes). ..
@ Maximum DNS UDP packet size: 512 bytes
@ Normal DNS query size: ~50 bytes
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Practical Research

The answer (TXT records). ..
@ Already explained: Maximum DNS UDP packet size: 512 bytes
@ Normal DNS query size: ~50 bytes

Further Work
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Practical Research

The answer (TXT records). ..

Already explained: Maximum DNS UDP packet size: 512 bytes
Normal DNS query size: ~50 bytes

Normal DNS answer size: ~200 bytes

Question: How to get the answer to 512 bytes

Answer: TXT records (maybe other RRs?)

Further Work
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Practical Research

UDP and DNSSEC. ..
Already explained:

@ Question: How to get the answer to 512 bytes

@ Answer: TXT records
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Practical Research

UDP and DNSSEC. ..
Already explained:

@ Question: How to get the answer to 512 bytes
@ Answer: TXT records

@ With DNSSEC extension enabled: bump up to 2048 bytes!!!
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Practical Research

(===

R B5/rpa/code

a
Fle Edit View Terminal Tabs Help
<<>> D16 9.3.2 <<>> 0.test.pvabswoude.practicum.0s3.nl @pvabswoude.practicum.os3.nl

TXT +dnssec

(1 server found)
;i global options: printcmd

Got answe

->>HEADER<<- opcode: QUERY, status: NOERROR, i 8¢

flags: qr aa rd ra; QUERY ANSWER: 1, AUTHORTTY:

OPT PSEUDOSECTION:
EDNS: version: 0,
ii QUESTION SECTION:
6. test.pvabswoude.practicum.os3.nl. IN TX

do; udp: 409

ii ANSWER SECTION:
0. test. pvabswoude..practicum.os3.nl. 3660 IN TXT "This is a test udents of the University of Amsterdam, more information is available at ww.o
ptavenier” "hqﬂtsLEm(U:\vlyﬁ\l\)s(fLy\AanTU)quff(kUﬂThuS’sth\‘lsV.ﬁl(\Ue‘wVH)&vpyTFSyw’FUh7ha ciKayunAOGONhUMBTIX41yQpep7P] 6G6TBE6QD tN] MXR1x34uGawAKWZXHOS GBSGPRAX3)
Hr2CQ7b2gL15RYATIWZYZ1dZXOKWKAUPFIWHNZIpSBeLW20ShFKYMA" " 1PNOXhuooVNXpYKxXLGXXpZAOXMWXUGpaqY 4wDBw7 69mmHLSmGNKRo1aDuSOPbqT0ITCPVKSShQFhpRs0NoTKZUOP6PKAZMHUDU

ZHLLYRFOFIDeR27aCEGNe5UTSICOZTHAUN T3 1BUN23e0] MOHUFGXRpCe 1PQ42TNNUXUEC91ed20B5VBUNLATOUT L1 CBGXXAK” 6nTg LI
01505 09pwNNyWZL 7MRws Ue 3LVKGHAM2F vKwL 2UDROBIHBIUYG TGZLDYTDJHHIWaUBBRNOKpZWB 1 T 1 UAXULCAR fKVKnWLBBZ15PXQTHHK2w554 1 ZFGPDGZHNT06b1 tn0A74cS3IDUOOVTKYNS " "TFWCgI9B
064bFHS TnX3XwaYHUXNNPWTVEOMOG T XnATI Jh49dqrC2BXCSXT2182610UUTIFOBFOATSVOWPAOT THFAT6 B eKBNWRqaxVNYBKHSOUS 1gAb] 1EBIt BUAMSLSB50bTWZVFObWMF 1] bOSTLGEYECGXWB1vB)
£020V52v10P12auh2ATBOGLEF fpOCNOVYIU" "XS2KvafggDPC2IgG4zPTL1STHsBrqp2eLLPLGdAYGKXTDUGAYC ] vXaLbyHGA3L19HYYNOEEBTDNCe 1 TBD50n0CA2CsPYUKRKULXKTPG76tyUISDTSHOZHS
Rx1103nwxAWSXBBAYy2F TW) uhyX3te9cAaVB1G4aNpD MWL 7UnqsQTRGaPDRWBOVDISF f27ueVxaPnSF" "yapZ5shoz 1ewzy fdddQERHrUKLIRODLVRGZ] CWS1YSOYIVGYBYLSHG f50V269a03KC6k) 1
[VhT104anTeqdsZ5tVYx2GYbt cK38YLAWPSQXKWThGWWBZ 7T YNOXWOBO3VC2FVGFNHENOT CZqHNEE tK tNRaUGG2mi PINOLORRQq5BewhS raanU2qTGDwvQU7RSTVFPE" "xv]Wea2LdDob] FFS490xrzRIgES)
1VQtPOK90QDCWBIUC7 YAZXHS 2112ppVEyPEKOTKDZPh3 ELPOZVZKOGS 1x7aty ] YUGZHNCVaXLLGLLNLBS4QCRIA0GGX VY tqA3FIGDURKTvyS 1RhyDZ0 JuXPevaxUVUEWL SCtT]KsBZUoDAgnYXr05162c|

1K6H112] tVTNOW1PSDIBVEL 0004 T84YAEZK ] Kr LMNGKXZL ] KNNX3XhHVSG78SUOAX L FUGOWIKOMGSKHpKMeSSL1H3Zb422qudxvuxvwRuZ 1RZONDYpnLHDE|
VB6FDLZWSXOBQUUE" " TubipwXUybys6TISZDNNBPLPLP212nPOCEPOAZFVBpSONFWPHBY Nt IU1NAQTZcdnGK 1871040011 3kG4uZdn00a1a

P

MHnHAUT celOwAmVUFKhXQ1Go0Vpoe5Q81q234ay 9LJypDeMigSCD7Xb2" "A6FANCNOUtECPStefnIpUGLIpYhN"

“heF5TeWYKYewgOMasK)60vcpnallbvlydkpHe8uXiyIpza

1TRLEYPFSPYOUgMT" "UENAQGKHVRhD2b9

1590 rVHmESNagyv WSy oHABAS 1YYVRES04XWQCE4XZIQ)

[p4Leu30E7uHaNsaW1718D7R033GF r4016DX2mVV4XEQUGH
; AUTHORITY SECTIO!

pvabswoude. practicum.os3.nl. 3660 IN NS ns1.pvabswoude.practicum.os3.nl.
;i Query time: 45 msec

; SERVER: 145.02.25.11#53(145.92.25.11)

WHEN: Sun Jan 28 15:31:40 2007

MSG SIZE : 2048

@patrick-desktop: /media/sdbS/rpl/cod

pat -

Figure: DNSSEC and UDP



Practical Research

;3 AUTHORITY SECTION:
vabswoude.practicum.os3.nl. 3600 IN NS nsl.pvabswoude.practicum.os3.nl.

Query time: 45 msec

SERVER: 145.92.25.11#53(145.92.25.11)
; WHEN: Sun Jan 28 15:31:40 2807

MSG SIZE rcvd: 2048

Figure: Authority section zoomed in




An actual DNS DDoS attack. ..
@ We conducted 3 tests.

@ Following statistics gathered from our own CORN.

incoming: 148KB/s — outgoing: 5430 KB/s
incoming: 151KB/s — outgoing: 5670 KB/s
incoming: 149KB/s — outgoing: 5441 KB/s
that is 36-38 times greater!

@ Each byte that comes in (the query) the victim will get a answer

@ You need about 2.7 - 2.8% bandwidth of the victim you attack.

[m] = = =
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. .
Defending strategies

@ Nameserver config solutions

Disable Open Recursion
Use Access Control Lists
Create Views

Get your logging straight

@ —NOT- nameserver config solutions (firewall, routers etc.)

Further Work
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Further Research

@ How many servers have DNSSEC enabled?
@ Are there any CORNSs behind forwarders?
@ Is there a way to conduct this kind of attack with other RRs?

@ Could you use ORNs and still stay undetected?

15 /17



Do we have to be concerned of large DNS DDoS attacks?

Our opinion: Y ES!

and definitely with the upcoming of DNSSEC
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Question to the audience...

Do we have to be concerned of large DNS DDoS attacks?

Our opinion: Y ES!

Further Work
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