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Why?
 Interesting subject
 Vital infrastructure
 No technical information publicly available
 To improve the system, NOT to promote abuse



OV-chipkaart
 National public transport payment card
 RFID-based contactless technology
 Trans Link Systems
 Amsterdam & Rotterdam
 Launch: January 1, 2009





Types of cards
 Disposable paper card



How?
 Public documentation of Mifare Ultralight
 Observation of data
 Manipulation of data
 Lots and lots of trial and error





Contents of a disposable card
04989B8F D1D20280 814800F0 DF33FFF8

C8002002 277CA7C0 0687CB77 8F9D119E

C8001002 077CA7C0 9B355ECC 3988DAB6

8E416418 8BB36A4C 1B2F858F 8062A79B

 512 bits: 16 pages of 4 bytes each



Unique Identifier
04989B8F D1D20280 814800F0 DF33FFF8

C8002002 277CA7C0 0687CB77 8F9D119E

C8001002 077CA7C0 9B355ECC 3988DAB6

8E416418 8BB36A4C 1B2F858F 8062A79B

 Set during manufacture, cannot be changed



Lock Bytes
04989B8F D1D20280 814800F0 DF33FFF8

C8002002 277CA7C0 0687CB77 8F9D119E

C8001002 077CA7C0 9B355ECC 3988DAB6

8E416418 8BB36A4C 1B2F858F 8062A79B

 Restrict access to parts of memory to read-
only

 Unlocking is impossible



One Time Programmable (OTP)
Counter

04989B8F D1D20280 814800F0 DF33FFF8

C8002002 277CA7C0 0687CB77 8F9D119E

C8001002 077CA7C0 9B355ECC 3988DAB6

8E416418 8BB36A4C 1B2F858F 8062A79B

 1111 1111 1111 1000
 Irreversible counter used to track remaining

rides



User Area
04989B8F D1D20280 814800F0 DF33FFF8

C8002002 277CA7C0 0687CB77 8F9D119E

C8001002 077CA7C0 9B355ECC 3988DAB6

8E416418 8BB36A4C 1B2F858F 8062A79B

 Fully read-write accessible



Card Details
04989B8F D1D20280 814800F0 DF33FFF8

C8002002 277CA7C0 0687CB77 8F9D119E

C8001002 077CA7C0 9B355ECC 3988DAB6

8E416418 8BB36A4C 1B2F858F 8062A79B

 General characteristics: type of card, expiration
date

 Locked during purchase



Transactions
04989B8F D1D20280 814800F0 DF33FFF8

C8002002 277CA7C0 0687CB77 8F9D119E

C8001002 077CA7C0 9B355ECC 3988DAB6

8E416418 8BB36A4C 1B2F858F 8062A79B

 Last 2 transactions are saved
 Oldest transaction replaced by new transaction



Transactions
C8001002 07732D30 0A920530 5B6EFF53
C8002002 27732E60 26804B14 413F9D8B
C0003002 47733000 CCD18C5C 656C88AE
C8004002 27733100 018EC4DD 13051785
C0005002 47733130 EA535D22 D2D497EC
C0006002 C7733160 BC96C921 18E8911E
B8007002 47733190 C2D75857 051705D3
C8008002 27733240 266BA19B B133BA2A



Transaction counter
C8001002 07732D30 0A920530 5B6EFF53
C8002002 27732E60 26804B14 413F9D8B
C0003002 47733000 CCD18C5C 656C88AE
C8004002 27733100 018EC4DD 13051785
C0005002 47733130 EA535D22 D2D497EC
C0006002 C7733160 BC96C921 18E8911E
B8007002 47733190 C2D75857 051705D3
C8008002 27733240 266BA19B B133BA2A



City?
C8001002 07732D30 0A920530 5B6EFF53
C8002002 27732E60 26804B14 413F9D8B
C0003002 47733000 CCD18C5C 656C88AE
C8004002 27733100 018EC4DD 13051785
C0005002 47733130 EA535D22 D2D497EC
C0006002 C7733160 BC96C921 18E8911E
B8007002 47733190 C2D75857 051705D3
C8008002 27733240 266BA19B B133BA2A



Transaction type
C8001002 07732D30 0A920530 5B6EFF53
C8002002 27732E60 26804B14 413F9D8B
C0003002 47733000 CCD18C5C 656C88AE
C8004002 27733100 018EC4DD 13051785
C0005002 47733130 EA535D22 D2D497EC
C0006002 C7733160 BC96C921 18E8911E
B8007002 47733190 C2D75857 051705D3
C8008002 27733240 266BA19B B133BA2A



Date
C8001002 07732D30 0A920530 5B6EFF53
C8002002 27732E60 26804B14 413F9D8B
C0003002 47733000 CCD18C5C 656C88AE
C8004002 27733100 018EC4DD 13051785
C0005002 47733130 EA535D22 D2D497EC
C0006002 C7733160 BC96C921 18E8911E
B8007002 47733190 C2D75857 051705D3
C8008002 27733240 266BA19B B133BA2A



Time
C8001002 07732D30 0A920530 5B6EFF53
C8002002 27732E60 26804B14 413F9D8B
C0003002 47733000 CCD18C5C 656C88AE
C8004002 27733100 018EC4DD 13051785
C0005002 47733130 EA535D22 D2D497EC
C0006002 C7733160 BC96C921 18E8911E
B8007002 47733190 C2D75857 051705D3
C8008002 27733240 266BA19B B133BA2A



Encrypted (Station and integrity)
C8001002 07732D30 0A920530 5B6EFF53
C8002002 27732E60 26804B14 413F9D8B
C0003002 47733000 CCD18C5C 656C88AE
C8004002 27733100 018EC4DD 13051785
C0005002 47733130 EA535D22 D2D497EC
C0006002 C7733160 BC96C921 18E8911E
B8007002 47733190 C2D75857 051705D3
C8008002 27733240 266BA19B B133BA2A



Example
C8001002 07732D30 0A920530 5B6EFF53

− 001 = Transaction 1
− 002 = Amsterdam
− 0 = Purchase
− 773 = June 12, 2007
− 2D3 = 12:03



Vulnerabilities
 Disabled defence mechanism

− Allows repeated attacks with one card

 Repeated check-out
− Ride counter is only increased during check-in

 Free travel
− We could tell you, but then we would have to kill

you



Recommendations
 Open approach to security research: make

detailed technical information about the OV-
chipkaart public

 Encrypt all data on the Mifare Ultralight cards …
 … or stop using Mifare Ultralight cards
 Improve public information and employee

knowledge



Epilogue
 Constructive contact with Trans Link Systems
 Combined press release
 Vulnerability remains confidential until the

problem has been solved
 The dilemma of ethical hacking



Questions?


