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Abstract

Modern cars all contain a Keyless Entry system to operate the door locks by radio signals. This
can be a traditional car key with integrated remote control, or a smart card with more functions
integrated into it. Based on the CIA model for information security, and the STRIDE model for
security threats, a matrix of requirements is formulated that these systems should adhere to. This
included the process to obtain new or spare keys. To determine whether these requirements are
met, we examined the systems that are used by a number of major car brands in the Netherlands.
Based on the results of these tests we put forward several recommendations.
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1 INTRODUCTION

1 Introduction

Modern cars are equipped with several security systems: door locks, ignition lock, steering lock,
anti-theft alarm, electronic engine immobiliser and anti-carjacking systems. Many of these are
common in modern vehicles, with others starting off as after market add-ons suited to older
vehicles. The key provides the authorisation to the multiple layers of security that protect the car
from unintended users.
Automobiles have been around since the beginning of the 20th century, however, the first cars
were not equipped with any kind of locks.
Current door locks can be operated in various ways. While commonly utilising a mechanical pin
tumbler lock, for the sake of convenience, has been entirely bypassed by using “keyless entry”
remote locking system.
In addition, technological development has introduced different techniques that can be used to
start a car.

The traditional (mechanical) key is gradually disappearing as a way to start the engine. It is being
replaced by tokens that operate without user intervention. These systems - called keyless “entry
and go” systems - automatically unlock the doors if the token is located within an n-meter radius
of the car. Most cars equipped with such a system do not have a traditional ignition lock. They
can be started using a “start” button, instead of turning a key.

There is no standard for remote keyless “entry and go” systems. Due to this, there is a lot of
diversification on the market of those systems.

Because cars are used on a massive scale, any issues regarding the security systems of them are
likely to have a significant social impact. Developments such as RFID historically have always
been claimed to be highly secure, but in hindsight turned out to be trivial to break, copy, or
otherwise tamper with [30] [7] [18].

In most – if not all – cases of remote keyless “entry and go” systems, proprietary techniques are
used. Manufacturers do not publish technical implementation details regarding the security of
their products. There is no way to check any claims about security by independent organisations.

1.1 Demarcation of the study

1.1.1 Research questions

Initially our research focused on the following questions:

• What requirements should a keyless “entry and go” system adhere to?

• What systems are currently being used and do they meet these requirements?

During the research project it turned out to be very difficult to obtain usable information about
the security aspects of keyless “entry and go” systems. Almost every contact with manufacturers
ended up in a formal statement that no information will be given. Because of this lack of cooper-
ation it was only marginally possible to answer the two research questions stated above.

We therefore decided to do research on an extra topic related to car keys based on the following
research questions.

• What requirements should the new/spare key order procedure adhere to?

• What are current order procedures and do they meet these requirements?
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1.2 Structure of this report 1 INTRODUCTION

Scope

Car keys contain several security systems. We chose to limit the scope of the project by not taking
RFID immobilisers into account, which are also part of every car key. We will only look at the
keyless “entry and go” system.

There is an overwhelming set of techniques that can be used for communication between the car
and the car key. We will not look into the low level safety characteristics of these techniques.
There are numerous papers which describe these in detail [21] [22] [23].

1.1.2 Research methodology

Since there is no official standard for keyless “entry and go” systems, we start by defining a the-
oretical requirement set to which all systems should adhere. These requirements are constructed
using the extended version of the CIA model [25]. In addition we will do a threat analysis based
on the STRIDE model [5]. The output of these two models will be used to construct a set of
practical requirements. We will do the same for the new/spare key order procedure that the car
manufacturers employ.

To see whether these requirements are actually met by technology used in the field, we will make
an inventory of the systems currently used by car manufacturers. We will do this by interviewing
employees of major car brands in the Netherlands, and examining car keys.

1.1.3 Added value of this study

This research project is an inventory of the system security aspects of remote keyless “entry and
go” systems and the new/spare key order procedure. It is largely theoretical, and because of the
broad scope it does not contain any in-depth technological reviews. It will be a good starting
point however for further research into those areas.

1.2 Structure of this report

Section 1 covers the demarcation of the study and the related work. section 2 contains an overview
of all systems that are currently available on the market. The trend of future systems is also cov-
ered.

Section 3 covers the system architecture of both the car access and the new/spare key order pro-
cedure. This architecture will be used to understand the various attack routines as well as the
requirements for any countermeasures to these attacks. Section 4 contains an overview of the CIA
model. The three key concepts: confidentiality, integrity, and availability will be extended with
various other concepts to be able to create a more complete requirement set.

The CIA model will be linked to the STRIDE threat model in section 5. In addition, the section
contains a threat analysis based on the STRIDE model. Section 6 covers the practical require-
ments which are based on both models.

The practical requirements are used to assess systems currently used by the car brands. This is
done in section 7. Based on this assessment, recommendations are formulated in section 8.

Considerations about how insurance companies handle theft without any sign of entry and the
KeeLoq technology are covered in section 9. Lastly, section 10 contains the conclusion based on
our research questions and ideas for further research.
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1.3 Related work 1 INTRODUCTION

1.3 Related work

We are not aware of any prior research done on car security in a broad sense. There are several
papers that focus on specific details of car security (e.g. KeeLoq).

Keeloq is the proprietary block cipher that is used by a large number of car manufacturers in their
keyless entry and keyless go systems. It attracted much attention in the academic world after the
specification was leaked in 2006[8]. Since then researchers have described several attacks against
it. These were mathematical attacks by Bogdanov[3], Courtois[6], and Indesteege[16].

In 2008 researchers from the Bochum university[10] succesfully conducted differential power anal-
ysis (DPA) attacks against KeeLoq. When certain specific conditions were met this resulted in ‘a
complete break of the cipher’.
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2 AVAILABLE SYSTEMS

2 Available systems

This section gives an overview of the systems that are currently used.

2.1 Mechanical keys

Figure 1:

This is the traditional form of car authentication. A physical key (blade) is
used to gain access to the vehicle.

The first car ignition lock appeared in 1919. During this year, the first patent
describing a car ignition lock was filed [13]. The invented lock blocked the
steering column and disabled the power feed to the engine. As stated at the
time:

The purpose of this invention is to prevent the theft of automo-
biles in so far as a mechanical lock can be made to increase the
difficulty of moving an automobile or otherwise hampering the
free propulsion or movement thereof.

In the late 1920s ignition locks were standard on most cars. In ad-
dition to ignition locks, closed cars were equipped with door locks
[26].

Various types of key blades are being used nowadays. Some manufacturers use a blade that is cut
from the outside, others use a blade with a groove embedded into it. Figure 1 contains examples
of both key blades.

Current cars contain an immobiliser system, which secures the car against hotwiring. Every car
key that can be used to start the engine contains an immobiliser chip. This chip communicates
with a receiver when the car is being started. The receiver is normally built into the steering
column.

2.2 Remote keyless entry (RKE) systems

Figure 2:

Remote keyless entry (RKE) systems have been available since
1983[14]. Nowadays almost all new cars come with such a
system. There are two basic types of form factors. The
most common one is a remote control integrated into the car
key itself. The alternative form factor is a separate small re-
mote control. Figure 2 contains an example of both form fac-
tors.

RKE systems enable a car owner to open his car without using the physical
lock of the car. The RKE system usually signals that it has either locked
or unlocked the car through a combination of flashing indicator lights and
a distinctive sound other than the horn. In addition to opening and closing
the car, other features are also possible like opening and closing the trunk, windows, or rooftop.
Some RKE systems also have a “panic button” which activates the car alarm.

RKE systems operate via radio frequencies: 315 MHz is used in North America and Japan, 433.92
MHz in Europe [31]. The operating range of RKE systems varies between manufacturers. For
instance Ford RKE systems have a range of 20 meters for Europe and North America and only
5 meters for Japan and other markets where transmission power is more restricted by law. The
range around the vehicle is not linear as corner pillars and small window apertures attenuate the

8



2.3 Passive keyless entry (PKE) systems 2 AVAILABLE SYSTEMS

signal, hence reducing its range [34].

The same technology has been used to open garage doors since the 1950s [4]. Those transmitters
were extremely simple, they sent out a single - non-encrypted - signal to the garage door opener,
which would respond by opening or closing the garage door. Everyone with such a garage door
opener could open all other doors that were fitted with the same equipment. As these systems
became more common, so grew the need for security. Modern RKE systems claim that they use
encryption to prevent car thieves from decoding the signal.

2.3 Passive keyless entry (PKE) systems

Figure 3:

Evolution of the RKE technology has led to so-called passive key-
less entry or PKE systems. The first PKE system was patented
in the US on July 17, 1990 [32]. The system enables the owner
to open his vehicle without the need for physical interaction (e.g.
pushing a button on the remote control). The car is auto-
matically unlocked if the key is within a certain radius of the
car.

Some manufacturers use a slightly different technique. Once you
are within the radius, the car does not unlock automatically. In-
stead the door handles contain motion sensors – when you touch
one of the door handles the car checks if the associated key
is in the “safe” radius. If the key is found, the door is un-
locked.

In addition to the integrated normal RKE procedure to lock the car,
the PKE system will automatically lock the car if the user carrying
the key leaves the “safe” radius.

RKE/PKE systems actively transmit radio signals and hence need a
battery. All systems contain a backup key blade that can be used if battery is drained. Figure 3
contains two keys that are equipped with a PKE system. The aluminium part of the upper key
can be removed. The backup blade is attached to it. The second - credit card shaped - key on the
picture, shows the backup key blade slid out half way.

2.4 Keyless go systems

PKE systems are often combined with “keyless go” systems. A keyless go system removes the
need for a normal ignition lock. Once the driver has entered his vehicle using one of mentioned
entry systems, he can start and stop the engine without inserting a physical key into the ignition
lock. The engine is started by pushing a button, rather than turning a key.

When the engine is started, the electronic control unit (ECU) will check if one of the associated car
keys is available in the car. If one of the associated keys is found within the car, the immobiliser
is disabled and the car is started.

Keys containing the keyless go system are generally named “SmartKeys”, although, every manu-
facturer has its own name for it [33].
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2.5 Future systems 2 AVAILABLE SYSTEMS

2.5 Future systems

Figure 4:

All systems covered in the last subsections are currently used in the field.
Several manufacturers announced new prototypes:

In October 2008 NXP Semiconducters and BMW Group Research and Tech-
nology published the first multi-functional car key [29]. The new prototype
uses the SmartMX P5CD081 series wireless chipset. It is compatible with
the EMV (Europay Mastercard VISA [12]) electronic payment standard. It
contains a dedicated cryptographic coprocessor. The same chipset is being
used for the ePassport [28]. The car key has the following features:

• Contactless payment using RFID. This feature replaces the need for
cash or additional cards. The payment technology can be used for ad-
hoc transactions including general shopping, paying for petrol, public
transport ticketing, parking and road tolls.

• Personalised access control. Stores the position of the seat and steering
wheel in the key. Other personal settings that can be thought of are:
radio presets and GPS navigation destinations.

• One key for multiple cars. The key can be temporarily registered with
other cars. Renting or sharing cars becomes much more convenient
this way. Personalised settings can be activated in the other car(s).

Other manufacturers are also working on new car “entry and go” systems. Lots of development
seems to go into using different channels for communication between car and key, such as Bluetooth
and ZigBee. In addition, there is a tendency to integrate more and more multimedia features into a
car and the associated keys. This adds another dimension to the use of the key as an authorisation
device to one of personalisation and customisation of vehicle functions.

Figure 5:

Mazda introduced a concept car which has a USB stick integrated
in the car key [24]. The car itself has an integrated hard drive.
The USB key can be used to store personal settings, just like the
key that was announced by NXP/BMW. Additionally, the key can
be used to store multimedia files onto the car. Figure 4 displays a
key equipped with an SD card, figure 5 displays an USB enabled car
key.

Sony Ericsson collaborated with Saab to enhance their concept car - the
Saab 9-X BioHybrid - with Bluetooth [11]. A phone application pairs the
with the car via Bluetooth and allows the vehicle owner to remotely control
several functions using the phone‘s touchscreen:

• Control ambient lightning
• Control front and rear seat settings
• Lock the car
• Open the tailgate
• Switch the head lights and blinkers on and off

A similar example of such cooperation is a mobile phone with intelligent key that has been put
together by Nissan, NTT DOCOMO, and Sharp.[9].
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3 SYSTEM ARCHITECTURE

3 System architecture

To really understand the various attack routines as well as the requirements for any countermea-
sures to these attacks, we need to develop a more abstract view of the system and decompose it
into its functional components:

• Transmitter. The transmitter of the RKE system is the car key itself1.
• Medium. The medium that is used by transmitter and receiver is the air between them.
• Receiver. The receiver of the signal is the car. The car can contain various kinds of

antennas to intercept signals.

Figure 6: Car, transmission medium, and key

There is also the process of ordering a new or spare key. This procedure can be subdivided into
the following components.

• Requesting party. The owner of the vehicle who is requesting a new or spare key.
• Relaying party. The party that relays the request from the vehicle owner to the issuing

party (e.g. a dealer).
• Medium. The medium that is used by the requesting and issuing party. Examples of this

medium are the Internet, phone, or fax.
• Issuing party. The party that is issuing the new/spare key set (e.g. car manufacturer).

Figure 7: Requesting party, relaying party, medium, and issuing party

1Nowadays both the key and the car can transmit and receive signals. For historic reasons however the key is
still considered a transmitter and the car a receiver.
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4 REQUIREMENTS

4 Requirements

Figure 8: CIA triad

The CIA triad is generally accepted as the base of information security
for over twenty years [17][25][27]. The triad is built up out of three key
concepts, namely: confidentiality, integrity and availability. Integrity can
be split up into: data integrity, accountability, authenticity, and authorisa-
tion.

• Confidentiality. Confidentiality is the property of preventing disclo-
sure of information or access to parts of the system to unauthorised
entities. Entities that are authorised to access information or a specific
part of the system, should be the only ones having access to it.

• Integrity. Integrity deals with the prevention of unauthorised mod-
ification of information, either intentional or by accident. It can be
split up in the following four parts:

– Data integrity. This means protecting data from being tampered with by unautho-
rized entities.

– Accountability. All actions should be traceable to the entity that committed them.

– Authenticity. Authenticity means that information and the system itself is genuine
(authentic).

– Authorisation. Takes place after authentication, and deals with different roles.

• Availability. Availability defines that the system must be available
when it is needed.

12



5.1 Spoofing identity 5 THREAT IDENTIFICATION USING STRIDE

5 Threat identification using STRIDE

This section covers the threat identification based on the STRIDE model [5]. This model describes
the following six threat categories:

• Spoofing identity. Cloning or stealing any entity of the system.
• Tampering with data. Unauthorised modification of information used in the system.
• Repudiation. The fact that an entity can deny that it performed an action. Since this is

unwanted, the goal is to establish the opposite: non-repudiation – the ability to prove that
the entity did perform the action.

• Information disclosure. The threat of leaking information in any way.
• Denial of service (DoS). DoS attacks render a service unavailable when it is needed.
• Elevation of privilege. An unprivileged user that gains privileged access to the system.

This user may gain sufficient access to compromise or destroy the entire system.

These categories can be mapped perfectly to the extended CIA model for IT security, covered in
section 4. Table 1 shows this mapping.

Con
fiden

tia
lity

Acco
unta

bilit
y

Authen
tic

ity

Authori
sat

ion

Data
int

egr
ity

Ava
ila

bilit
y

Spoofing identity 3

Tampering with data 3

Repudiation 3

Information disclosure 3

Denial of service 3

Elevation of privilege 3

Table 1: CIA model vs STRIDE model

The following subsections cover attacks which are created by structurally mapping each item from
the STRIDE model to the items of the system architecture (car, medium, key, and key order
procedure).

5.1 Spoofing identity

STRIDE defines spoofing identity very broadly, and covers cloning or stealing any entity of the
system. Possible threats to each of these entities are listed below:

Spoofing related threats regarding the transmitter (key) are:
• Unauthorised usage. This is especially important if a payment system is integrated into the

car key.

Spoofing related threats regarding the medium (air) are:
• Replay and relay attacks. These attacks may be the most common because the medium that

is used: air, is freely accessible for everybody that is located in the area covered by the signal.

Spoofing related threats regarding the receiver (car) are:
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5.2 Tampering with data 5 THREAT IDENTIFICATION USING STRIDE

• A spoofed receiver may be used to collect signals from keys. These signals may be used to
open the real car to which the key is associated.

Spoofing related threats regarding the new/spare key order procedure are:
• Spoofing the identity of the requesting party to request a key for a specific car.
• Unauthorised retrieval of a master key that is used to generate car keys. An algorithm may

be used to generate car keys based on the VIN number 2.

5.2 Tampering with data

As described in section 5, tampering with data covers all unauthorised modification of information
used in the system.

Threats related to tampering with the transmitter (key) are:
• Not applicable (since the key already works, any tampering with it could only result in the

key not working any more).

Threats related to tampering with the medium (air) are:
• Not applicable.

Threats related to tampering with the receiver (car) are:
• Unauthorised altering of the receiver. The receiver stores keys codes that are able to open

the car. Tampering could be achieved by introducing rogue key codes.

Threats related to tampering with the new/spare key order procedure are:
• Breaking into the manufacturer’s key database and altering it. An example of this is adding

a backdoor key which is added to every newly produced ECU. The attacker is then able to
open every car that is produced. Another example is altering the database or production
process so that none of the produced ECUs is associating the right key-pair.

5.3 Repudiation

As described in section 5, repudiation is the fact that an entity can deny or cannot prove that it
performed an action.

Repudiation related threats regarding the transmitter (key) are:
• Suppose that assets get stolen from a car using a cloned key, and the car keeps a record of

the open/close action. Then the owner might have to prove that he did not open the car
with his own key. If his own key does not keep track of the performed open/close action
then he will not be able to provide this proof.

Repudiation related threats regarding the medium (air) are:
• Not applicable.

Repudiation related threats regarding the receiver (car) are:
2VIN-number: vehicle identification number

14



5.4 Information disclosure 5 THREAT IDENTIFICATION USING STRIDE

• Insurance companies may require evidence of theft when assets get stolen from a car. If the
car was opened with a cloned key or by using a relay attack, and the car does not keep any
record of open/close actions, there will be no evidence and hence the car owner cannot prove
theft.

Repudiation related threats regarding the new/spare key order procedure are:
• A car dealer employee can request keys of any car produced by the car manufacturer. He

can use these keys to steal the cars to which the key is associated or supply them to third
parties, and deny everything.

• A manufacturer employee may be able to access the key code database and supply the
retrieved information to third parties, and then deny everything.

5.4 Information disclosure

As described in section 5, information disclosure is the threat of leaking information in any way.

Threats related to information disclosure regarding the transmitter (key) are:
• Retrieval of personal information through scanning for available transmitters in an area. It

may be possible to identify your car brand and type by identifying the technology that is
used in the transmitter.

• Cryptanalysis. Excessive use of the transmitter may leak information that can be used to
do cryptanalysis, which might open up the system to several other threats such as spoofing
or tampering with data.

• Cloning of keys in all imaginable ways. Examples of methods that can be used are raw
copying and side channel attacks (e.g. differential power analysis).

Threats related to information disclosure regarding the medium (air) are:
• Insecure communication between the transmitter (key) and receiver (car) (e.g. the use of

weak or no encryption).

Threats related to information disclosure regarding the receiver (car) are:
• Retrieval of keys that are associated to a receiver. If the storage of the receiver is not prop-

erly secured, it is possible to retrieve a list of associated keys.

Threats related to information disclosure regarding the new/spare key order procedure are:
• Insecure communication used between the requester (dealer) and the supplier (car manufac-

turer) when ordering a new/spare key. It may be possible to eavesdrop on the request of
the new key. The retrieved information can be used to intercept the key during the delivery
process.

5.5 Denial of service

As described in section 5, DoS attacks render a service unavailable.

DoS related threats regarding the transmitter (key) are:
• Key battery drainage. Excessive use may cause the battery to drain. This is worsened by

the application of advanced cryptography, which uses more power.
• Altering the key in a way that would cause it to stop working, for instance by using physical

force or burning out the chip with a strong burst of radiation.

15



5.6 Elevation of privilege 5 THREAT IDENTIFICATION USING STRIDE

DoS related threats regarding the medium (air) are:
• Interruption of the communication channel. This may be done using a jammer. This de-

vice sends a very strong signal of the same frequency so that regular communications will fail.

DoS related threats regarding the receiver (car) are:
• Tampering with the receiver equipment installed in the car (e.g. altering the ECU in such

way that the system stops working).
• Tampering with the power source so that the ECU stops working.

DoS related threats regarding the new/spare key order procedure are:
• Physically destroying important parts of the new/spare key production process.
• Interrupting the communication channel between requesting (dealer) and issuing party (car

manufacturer).

5.6 Elevation of privilege

As described in section 5, elevation of privilege means that an unprivileged user gains privileged ac-
cess to the system. The user may gain sufficient access to compromise or destroy the entire system.

Threats related to elevation of privilege regarding the transmitter (key) are:
• If the car key has any additional functionalities integrated into it, they may be abused due

to the use of weak authentication/authorisation.

Threats related to elevation of privilege regarding the medium (air) are:
• Not applicable.

Threats related to elevation of privilege regarding the receiver (car) are:
• It may be possible to use custom key association equipment to associate rogue keys to the car.

Threats related to elevation of privilege regarding the new/spare key order procedure are:
• Users may be able to order keys for which they were not authorised if the order procedure

is not secured adequately.
• Employees of the car dealer may be able to use the key association equipment to associate

rogue keys to customer cars.
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6 Mitigating measures

Practical requirements are formulated for the keyless “entry and go” system and the spare/new
key order procedure. The requirements in the next sections are based on both the CIA (section
4) and STRIDE model (section 5), as well as the possible threats covered in section 5.

There can be different sets of practical requirements depending on the environment in which it is
being operated or the available budget. A basic set of requirements is formulated that should be
seen as mandatory for all situations. Additional requirement sets - each with a different level of
security - may be applicable in some situations.

6.1 Spoofing identity

As covered in section 5, “spoofing identity” is linked to “authenticity” from the extended CIA
model. Authenticity ensures that information and the system itself is genuine (authentic). The
following practical requirements should be taken to defend the system against the attacks covered
in section 5.1.

Requirements for the transmitter (key) are:
• 1.1.1 The vehicle owner should authenticate himself to the key before using it. If the key has

any additional functionalities like a payment system integrated to it, authorisation should
also be used.

• 1.1.2 It should not be possible to clone a car key. It should be resistant against cloning
methods like raw copying or side channel attacks like differential power analysis.

Requirements for the medium (air) are:
• 1.2.1 It should not be possible to reuse (replay) a stored communication pattern used to

change the state of the car locks.
• 1.2.2 It should not be possible to relay a signal between the key and the car via different

channels, especially not when a keyless “entry and go” system is being used.

Requirements for the receiver (car) are:
• 1.3.1 The key should request authentication from the ECU before performing any sensitive

operations. This way the key knows that it is talking to the right ECU and hence the right
car.

Requirements for the new/spare key order procedure are:
• 1.4.1 Only approved dealers should be able to order new/spare car keys.
• 1.4.2 A secure connection should be used between the requesting and issuing party. In the

case of web based communication cryptography (HTTPS) should be used.
• 1.4.3 When approving a dealer, a static key delivery address should be agreed on. A rogue

key request will not result in the key being sent to a custom address of the attacker.
• 1.4.4 Delivery should be into a secured mail box, separated from the normal mail OR the

delivery should be accepted and signed by the employee who issued the request.
• 1.4.5 It should not be possible to break into the manufacturer’s key database and read its

content.
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6.2 Tampering with data

As covered in section 5, “tampering with data” is linked to “data integrity” from the extended
CIA model. Data integrity ensures that integrity of information is guaranteed at all times. The
following practical requirements should be taken to defend the system against the attacks covered
in section 5.2.

Requirements for the transmitter (key) are:
• 2.1.1 The key should be physically designed so that it is not possible to change the informa-

tion stored on it.

Requirements for the medium (air) are:
• 2.2.1 Not applicable.

Requirements for the receiver (car) are:
• 2.3.1 The ECU should be installed in a safe place inside the car and not be accessible without

entering the vehicle or opening the bonnet.

Requirements for the new/spare key order procedure are:
• 2.4.1 In addition to 1.4.5, it should not be possible to break into the manufacturer’s key

database and change its content.

6.3 Repudiation

As covered in section 5, “repudiation” is linked to “accountability” from the extended CIA model.
Accountability deals with recording information about events. The following practical require-
ments should be taken to defend the system against the attacks covered in section 5.3.

Requirements for the transmitter (key) are:
• 3.1.1 The key should be equipped with logging functionality. These logs will show what cars

were opened and closed, which can be used as evidence for insurance companies.

Requirements for the medium (air) are:
• 3.2.1 Not applicable.

Requirements for the receiver (car) are:
• 3.3.1 The car should be equipped with logging functionality. These logs will show what keys

were used to open and close the car, which can be used as evidence for insurance companies.

Requirements for the new/spare key order procedure are:
• 3.4.1 A dealer employee should not be able to order keys on his own. At least two different

employees should authorise key orders (four-eye principle).
• 3.4.2 The manufacturer back-end systems should log all key related actions.
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6.4 Information disclosure

As covered in section 5, “information disclosure” is linked to “confidentiality” from the extended
CIA model. Confidentiality ensures that disclosure of information or access to parts of the system
to unauthorised entities is prevented. The following practical requirements should be taken to
defend the system against the attacks covered in section 5.4.

Requirements for the transmitter (key) are:
• 4.1.1 The key should have a rate limiting mechanism to deny excessive use of the transmitter

unit. This to prevent the ability to conduct cryptanalysis on the key.
• 4.1.2 As an addition to requirement 2.1.1, information on the key should not be readable by

equipment other than the key itself. This is to prevent side channel attacks.
• 4.1.3 See requirement 1.3.1.

Requirements for the medium (air) are:
• 4.2.1 The communication between key and receiver should not disclose any information.
• 4.2.2 The mechanism to secure communications should be designed so that it will be secure

during the entire lifetime of the car. This could be done by anticipating on future develop-
ments in computing power. Another option is to have an updating mechanism in place.

Requirements for the receiver (car) are:
• 4.3.1 In addition to the requirement from 2.3.1, it should not be possible to retrieve infor-

mation about associated keys from the ECU.

Requirements for the new/spare key order procedure are:
• 4.4.1 See requirement 1.4.2.

6.5 Denial of service

As covered in section 5, “denial of service” is linked to “availability” from the extended CIA model.
Availability ensures that a system can actually be used for its intended purpose. The following
practical requirements should be taken to defend the system against the attacks covered in section
5.5.

Requirements for the transmitter (key) are:
• 5.1.1 The key should have a backup non-electrical mechanism to open and start the car, in

case of a battery problem, interference with other keys, or when signal jamming equipment
is used.

• 5.1.2 The battery unit of the key should be replaceable.
• 5.1.3 A nice to have, though not mandatory feature is an in-vehicle battery charging mech-

anism to charge the key battery while driving.
• 5.1.4 The key should have a rugged design.

Requirements for the medium (air) are:
• 5.2.1 The medium should be resistant against denial of service attacks or at least have a

mechanism that detects denial of service. This mechanism should be built into the key. The
owner should be alerted if the vehicle does not respond to the key.

Requirements for the receiver (car) are:
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• 5.3.1 The antennas of the receiver and the power source of the car should be installed in a
location which is not accessible from the outside of the car (without opening the bonnet).

• 5.3.2 See requirement 2.3.1

Requirements for the new/spare key order procedure are:
• 5.4.1 It should not be possible to interrupt the communication channel between the request-

ing and issuing party. This could be in the form of a backup communication channel using
a different medium.

6.6 Elevation of privilege

As covered in section 5, “elevation of privilege” is linked to “authenticity” from the extended CIA
model. Authorisation deals with different roles that are assigned after authentication. These roles
grant or deny permission to an entity for a specific function or part of the system. The following
practical requirements should be taken to defend the system against the attacks covered in section
5.6.

Requirements for the transmitter (key) are:
• 6.1.1 See requirement 1.1.1.

Requirements for the medium (air) are:
• 6.2.1 Not applicable.

Requirements for the receiver (car) are:
• 6.3.1 See requirements: 6.4.2-7

Requirements for the new/spare key order procedure are:
• 6.4.1 A vehicle owner should identify himself when ordering a new key. In addition, he has

to prove that the car for which he is ordering the key, belongs to him. Ownership can be
checked through the registration certificate of the car.

• 6.4.2 No undocumented authorisation codes or back doors should exist that give full access
to the ECU.

• 6.4.3 Every ECU should be accessible by using a unique code.
• 6.4.4 Different authorisation levels should be used in the ECU, e.g. for engine maintenance/-

monitoring and security functions.
• 6.4.5 The authorisation codes to access the security functions of the ECU should not be

delivered together with the car. If this code is needed, it should be possible to request
it through the manufacturer’s (or importer’s) back-end. To make this process even more
secure, the ECU could be equipped with a one-time-password system, so that the password
or PIN can only be used once. This way it is clear who accessed the ECU’s security functions
and when (in combination with requirement 3.4.2).

• 6.4.6 Key association equipment should be connected to the manufacturer’s back-end during
usage. This way the configuration of every ECU is logged at the back-end.

• 6.4.7 Not all car dealer employees should be able to request a code to gain access to the
ECU’s security functions. Different roles should exist that can perform different tasks on
the back-end.

• 6.4.8 See requirement 3.4.1.
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7 Examining current situation

As covered in section 1.1.1, research is conducted on several topics related to the security of car
keys and the secureness of the new/spare key order procedure.

Section 7.1 covers the research into the hardware that is being used by the different car manu-
facturers in their keys. We chose to investigate the top 10 car brands based on the 2008 sales
numbers[2]. We added some alternative brands which we thought would use a different system.

The researched hardware will be assessed against our the requirements in section 7.2. Section 7.3
covers the assessment of the key order procedure against the requirements. Section 7.4 covers the
manufacturer’s view on the Kerckhoffs principle [19].

7.1 Key properties

To determine if the requirements regarding the car and keys are met, we first need to know the
technical details of car keys used by every car brand. We assume that not every car brand uses
its own specific technology, but that there are instead a few chip manufacturers that sell products
to several car manufacturers.

We visited several major brand car dealers, where we interviewed service personnel and examined
the imprinted codes on different car keys. After explaining the goal of our research, most dealers
were willing to cooperate.

Dealers do not have detailed information about the inner working of car keys at their disposal.
They do not need this information because it does not have any added value for them. If a car
key or ECU does not work, it is simply replaced by a new one.

For detailed information, all dealers redirected us to the importer/distributer of their car brand
or to the main factory. Unfortunately none of the importers was willing or able to cooperate.
Table 7.1 contains information about the used systems collected while conducting the interviews
at the car dealers and looking at numerous car keys.
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Brand Example imprint information Transponder brand Frequency
Audi 4DO 837 231K Hella 433/315 MHz
BMW
Citroën BF433 Delphi 433 MHz
Fiat 210401,5105 TRW

Ford
5WK4 725/8686 (frq1)
5WK4 8025 (frq2)

Siemens 433 MHz

Honda
800 87-A
12147-SMG-E110-M1

Valeo

Hyundai

Transmitter Assy (PA) HA-T001
FCC ID: PINHA-T001 CMII
ID: 2007DJ0420 v1.0, S/N: 00000
Hyundai Autonet/made in Korea

Mazda
5WK43449E
HP433Mhz 092609

Siemens 433 MHz

Mercedes 433 MHz

Opel
G3 AM433TX v1.0
13189118

Delphi 433 MHz

Peugeot 3

HF433 ASK indice S 31/10/07
HF433 ASK indice U 09/06/08
HF433 F8K Indice J 25/03/09
HF433 ASK Indice T 11/12/07

Delphi 433 MHz

Peugeot 4
HF434 21674002-9 ED13 13/07/07
HF434 28113204-4 ED13 03/07/07
HF434 28119725-6 ED10 09/04/09

JCAE 434 MHz

Renault JCI 433 MHz

Seat
HLO 1J0 959 753CT
5FA 009 259 00

Hella 433 MHz

Toyota Tokai Rika
Volkswagen Hella 434 MHz
Volvo SWK49259 SIEMENS VDO 8D23 Siemens-VDO

Even with various blank spots in the table it is clear that several car manufacturers indeed use
chipsets from the same company. We contacted these vendors to obtain further information on
their products. We were especially interested in what security techniques are used (if any), and
in which cars the products are used. However, none of the vendors was willing to disclose any
information related to the security of their products.
After further investigation on the chipset brands, we discovered the following additional informa-
tion:

• Car brands that use 433 or 434 MHz actually are using 433.92 MHz as their center frequency.
This is the center frequency of the range 433.05–434.79 MHz, specified in the industrial,
scientific and medical (ISM) band [31].

• Both JCI and JCAE are abbreviations for the same company, namely: Johnson Controls
Inc. [15].

• All systems labeled with Siemens or Siemens-VDO are part of Continental AG [1].

3Models 607, 407SW, 308CC, 307CC
4Models 208, 207CC, 3008
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Requirement Audi
BMW

Citr
oën

Fiat Ford Hon
da

Hyu
ndai

Mazd
a

Merc
ed

es

Opel
Peu

geo
t

Ren
au

lt

Seat Toy
ota

Volk
sw

ag
en

Volv
o

Key uses authentication (1.1.1) - - - - - - - - - - - - - - - -
Key uses authorisation (1.1.1) - - - - - - - - - - - - - - - -
Clone protection (1.1.2)
Side channel attack protection (1.1.2)
Replay protection (1.2.1)
Relay protection (1.2.2)
Key requests authentication from ECU (1.3.1) - - - - - - - - - - - - - - - -
Key is read only (2.1.1) + -5 + + + + + + + + + + + + -6 +
Key is not readable by other devices (4.1.2) -5 + + + + + + + + + + + + -
Key is rugged (5.1.4) + + + + + + + + + + + + + + + +
ECU installed in a tamper-proof place (2.3.1) + + + + + + + + + + + + + + + +
Key has logging functionality (3.1.1) - - - - - - - - - - - - - - - -
Car has logging functionality (3.3.1) - + - - - + - - + - - - - - + -
Key does rate limiting (4.1.1)
Key-car communication is secured (4.2.1) +7 +7 +7 +7 +7 +7 +7 + +7 + +7 +7 +7

Security mechanism outlives car lifetime (4.2.2)
Key security mechanism can be updated (4.2.2) - - - - - - - - - - - - - - - -
ECU is protected against key read-outs (6.4.2-7) + + +8 +8 +8 +8 +8 - +8 +8 +8 +8 +8 + +
Key has non-electrical backup (5.1.1) + + + + + + + + + + + + + + + +
Key battery is replaceable (5.1.2) + + + + + + + + + + + + + + + +
In-vehicle key battery charge method (5.1.3) - + - - - - - - - - - - - - + -
Key gives alert if vehicle does not respond (5.2.1) - + - - - - - - - - - - - - + -
Car battery in a tamper-proof place (2.3.1) + + + + + + + + + + + + + + + +

Table 2: Key requirements results

5Diagnostic data is written to the key every 5 minutes, which can be read by dealer equipment.
6Key contains user preferences such as steering wheel and chair position.
7“Rolling code”, which indicates that KeeLoq “Code Hopping Mode”[8] is used.
8Not applicable because no logging takes place.
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7.3 Key order procedures

In order to investigate the key order procedure, we followed the same procedure: visit major brand
car dealers and interview their personnel. The basic procedure seems to be similar for most car
brands:

1. The vehicle owner requests a new key at a dealer.
2. The dealer orders the new key or key set.
3. Manufacturer makes the key and sends it to the dealer.
4. Dealer reprograms ECU to accept the new key or key set.

It turns out that the shape of the physical key is linked to the car’s VIN. Therefore any key
generating party needs to have the database or algorithm that enables them to carve the right
physical shape. Once this is done, the key can be used to open the vehicle by physically putting it
in one of the locks. It is not possible to start the car using this newly created physical key because
the immobiliser – which is located inside the key – is not yet known by the car.

The electronic IDs of the key - the immobiliser and/or RKE/PKE ID - have to be associated to
the car. This is done by programming both IDs into the car’s ECU (‘learning’) which is mostly
done by dealers using special handheld devices. More and more dealers are replacing these special
handheld devices by regular laptops.

Several dealers use a third party company to order keys. Three of such companies were mentioned
during the interviews: Jutkey9, Car Lock Systems 10, and EuroKey11.
Jutkey is a key maker which is making key fobs for business customers as well as normal private
customers.
Car Lock Systems is a key maker which specialises in car key fobs. Only official car brand dealers,
or dealers certified by FOCWA12/BOVAG 13 are able to order keys at Car Lock Systems. For
several brands it is possible to order keys just by VIN.
Every dealer has his own username and password (authentication) which grants the dealer access
to his private area where he can order keys of the car brands he is allowed to (authorisation).
The login page uses normal HTTP which sends the username and password in plain text over the
Internet. Dealers can request key codes associated to VIN numbers for at least Citroën, Hyundai,
Mazda and Peugeot.
The following section contains information specific to the key order and association procedure of
each car brand.

1. Audi. All keys are ordered at the manufacturer. All security related operations require a
network connection with the manufacturer.

2. BMW. All keys are ordered at the manufacturer. All security related operations require a
network connection with the manufacturer.

3. Citroën. Keys are either ordered at the manufacturer, but mostly via third party Car Lock
Systems.

4. Fiat. Keys are ordered exclusively at Car Lock Systems.
5. Ford. Network connection needed to learn key to ECU. Keys are ordered at manufacturer

or ordered at Jutkey.
6. Honda. All keys are exclusively ordered via third party Eurokey. ECU does not use any

PIN code.
7. Hyundai/Seat. All keys are ordered via Car Lock Systems.
9Jutkey, Amsterdam. http://www.jutkey.nl

10Car Lock Systems, Sleeuwijk. http://www.carlock.nl
11Eurokey, Eindhoven. http://www.eurokey/nl
12FOCWA: “Federatie van Organisaties in de Carrosserie- en Wagenbouw en Aanverwante bedrijven”.
13BOVAG: “Bond van Autohandelaren en Garagehouders”.
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8. Mazda. There are no ECU PIN codes, instead the ECU gives a challenge (OUT code) that
needs to be typed in at the manufacturers intranet site. This will give a response code (IN
code) that needs to be typed in on the dedicated equipment connected to the car. Keys are
ordered exclusively at Car Lock Systems.

9. Mercedes. All keys are ordered at the manufacturer. All key related procedures require an
online connection with the manufacturer.

10. Opel. Sometimes key are ordered at the manufacturer, sometimes at Car Lock Systems.
ECU programming requires hardware dongle.

11. Peugeot. Keys are ordered exclusively at Car Lock Systems.
12. Renault. Network connection needed to learn key to ECU.
13. Toyota. This is different than all the order brands that we investigated. With each Toyota

come two keys: one black master key, and one grey regular key. New keys are cut using the
VIN, and can be learned by the ECU with the master key. One very important implication
of this system is that if the master key is lost, there is no way of adding any extra keys to
the car. You can still use the car with any regular keys, but if that one is lost you will have
to replace the entire ECU and all the locks, which is a very costly operation. The problem is
worsened because most car owners are under the impression that the grey key is the master
key, and drive around using the black key. If they misplace that they are in for an expensive
surprise. Another thing that is different is that you can add keys one at time, you do not
need to program all the keys together in one go. Recently the ’standard way’ of learning
keys by connecting dedicated equipment to the ECU is used. The intranet web site that is
used to order spare parts and keys is also used to order keys.

14. Volkswagen. All keys are ordered at the manufacturer. All security related operations
require a network connection with the manufacturer.

15. Volvo. All keys are ordered at the manufacturer. All security related operations require a
network connection with the manufacturer.
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Requirement Audi
BMW

Citr
oën

Fiat Ford Hon
da
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Only access for approved dealers (1.4.1) + + + + + + + + + + + + + + + +

Secure connection during request process (1.4.2) + +-
14 - +-

14 - - - + +-
14 - + - + + +

Static key shipping address (1.4.3) + + + + + + + + + + + + + + + +
Delivery to secured mailbox (1.4.4) - - - + + + + + + + + + + + - -
Secure key database (1.4.5)
Four-eye principle key order procedure (3.4.1) - - - - - - - - - - - - - - - -
Back-end key association logging (3.4.2) + + - + + - - - + + - - + + +
Backup medium for request process (5.4.1) + - + + + + - - + + + + - + - -
Vehicle owner identification (6.4.1) + + + + + + + + + + + + + + + +
Back-door ECU authorisation codes (6.4.2) - - - - - - - - - - - - - - -
Unique code for each ECU (6.4.3) + - + + + -15 + -15 -16 + + -15 + -15 -16 -16

Different ECU authorisation levels (6.4.4) - - - + -15 + -15 -16 + + -15 + -15 -16 -16

ECU access code delivered with car (6.4.5) -16 -16 + + + -15 - -15 -16 + + -15 - -15 -16 -16

ECU one-time access codes (6.4.5) -16 -16 - - - -15 - -15 -16 - - -15 - -15 -16 -16

Online key association equipment (3.4.2) + + - - + - - +17 + - - + + - + +
ECU configuration logged at back-end (6.4.6) + + + + + + + + + + + + + + + +
ECU modifications logged at back-end (6.4.6) + + + + + + + + + + + + + + + +
Dedicated key request employees (6.4.7) + + + + + + + + + + + + + + + +

Table 3: Key order requirements results

14Mixed situation: sometimes keys are ordered via manufacturer, sometimes via third party.
15No ECU code at all.
16Network connection with manufacturer is needed.
17Semi-online: challenge/response, entered manually in reading device and back-end system.
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7.4 Manufacturer view on Kerckhoffs principle

We tried to find out what the reason was for the chipset manufacturers refusal to give security
information on their products, by asking them this question:

In case you cannot answer some of our questions, we would like to have a short reaction
on the Kerckhoff principle:

“A Cryptosystem should be secure even if everything about the system, except the
key, is public knowledge.”

Only Hella gave an actual answer:

”If everything, except the key, is known, a car would become unsecure very soon due to
the fast growing computing power of IT technology compared to automotive technology
and their life cycle.”
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8 Recommendations

Based on the assessment covered in chapter 7 we have several recommendations to improve overall
security. The following recommendations deal with the keys:

• Implement PIN codes on keys. This way stolen keys will not lead directly to a stolen car.
• Implement logging facilities in both key and car. This will enable car owners to prove what

actions they performed, or what actions were performed on the car.
• Equip the key with a rechargeable battery and implement an in-vehicle battery charge mech-

anism. This prevents battery drainage and thereby DoS attacks.
• Let the key signal the user if the car did not respond. This helps reducing the effect of

jammers in keeping the car unlocked.
• All systems used to gain access to the car should be certified by an independent party. This

might be done by a European-wide organisation.
• The market should consolidate to less but better solutions. We already saw that some of

the car brands use the same end manufacturer of key hardware.

The following recommendations deal with the key ordering process, the key association process
and back-end systems:

• Use secure connections for online ordering of keys. None of the third party key manufacturers
(e.g. Car Lock Systems) use HTTPS, but it is trivial to implement and costs practically
nothing.

• Change processes to enforce the ‘four-eye principle’ when ordering keys. This prevents rogue
employees from ordering keys without someone else knowing about it.

• Personalised dealer employee accounts should be used in the back-end, instead of global
dealer accounts. This way a key request can be associated to a single employee, rather than
a dealer.

• Design the ECU with different access levels so that different roles can be used (e.g. for
engine related maintenance and the key association procedure).

• Use network enabled key association equipment. Some manufacturers already require con-
necting to their back-end systems when associating keys to a car. This can be used to store
changes to the security functions of the car in the back-end, and also prevents unauthorised
changes to the ECU.

28



9 CONSIDERATIONS

9 Considerations

Some things not directly related to our research qustions became evident.

9.1 Keys by default have limited utility

In almost all cases if someone is able to obtain a valid key this key will be able to open the doors
only. In order to actually use the car and drive away the keys will have to be programmed into
the car. We have seen a tendency to make this programming dependent on a network connection
with the manufacturer. This way the intelligence is moved to a central place, which is easier to
manage and is less prone to abuse. Several of the high-end car brands (BMW, Mercedes, Audi,
VW) employ such techniques already, and several mid-range brands will implement this in the
near future.

9.2 Do insurance companies refund theft of assets?

Section 6.3 covers a threat in which the car is unlocked by using a relay attack. Insurance com-
panies may require physical evidence of theft when assets get stolen from a car. If an attack is
used in which the car is opened through radio frequency, there are no physical signs of break in.
In fact, even a jamming device could be used to block the owner from locking his car using any
of the remote’s buttons. If the car, nor the key, log state changes of the locks, the car owner can
not prove that he really closed his car. Insurance companies may require this evidence.

We called several Dutch insurance companies to ask if physical evidence of theft is needed to get
a refund of stolen assets.

• OHRA. Does not refund stolen assets if the car owner in question can not prove the theft.
• Centraal Beheer Achmea. No physical signs of entry needed, they always refund.
• Interpolis. No physical signs of entry needed, they always refund.

Below a quote from the conditions as utilised by OHRA.

1. File a report at the police.

2. Signs of physical break-in of the car are not mandatory in the conditions, though
if not present the insured party has to prove or to make plausible that the theft
actually happened. If the insured party can not prove the theft, no refund will be
done. If the car was not locked, the user has been careless. This is an exclusion
in the conditions and no refund will be done.

The conditions by OHRA stated above show that logging on both the key and the car are necessary.
This way the vehicle owner can prove that he closed his car at a certain point in time. In addition
to the the logging functionality, the key should notice if the car is not reachable/responding when
an attempt is made to close to car. This way, the user is alerted that the car is not actually locked.

9.3 Microchip statements on KeeLoq

As mentioned in 1.3, several weaknesses have been discoverd in KeeLoq, the cipher that is used
to secure communications in RKE/PKE system. Microchip made a public statement about this
on their website:

Microchip Technology Inc., a leading provider of microcontroller and analog semicon-
ductors, today announced that, after a thorough evaluation of recent claims made by
cryptographic researchers, the Company concluded that its KEELOQ c©security sys-
tem, in its recommended real-world implementation, is secure. Microchip recognizes
that the highly talented researchers have been successful at a theoretical attack of a
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block cipher. However, the KEELOQ security system implementation involves much
more than just the cryptographic algorithm. The researchers‘ claims that vehicles can
be stolen, based on their cryptographic findings related to the KEELOQ algorithm, are
incorrect due to several mistaken assumptions.

Microchip does not believe a public debate on how to steal vehicles benefits consumer
security. In addition, for reasons of customer confidentially, Microchip cannot disclose
specific information regarding the errors in the claims being made.

In addition to the RKE/PKE systems, cars also use an immobiliser, so the claim that cars can be
stolen with breaking only the RKE/PKE part does indeed seem to be incorrect.

The second part of the statement is the most interesting. When someone finds flaws in their
proprietary technology, Microchip says these claims are incorrect, however they can not say what
the real errors are.
Microchip does seem to react however to external developments. Several months after the differ-
ential power attacks against KeeLoq in 2008[10] they introduced the KeeLoq 3 [20] development
kit:

The kit provides new enhanced features over the KeeLoq II system such as a patented
secure-learning algorithm that prevents differential power-analysis attack techniques.

We did not investigate any cryptographic algorithms used by car manufacturers because this is
out of the scope of this research project.
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Reviewing our first research question:

What requirements should a keyless “entry and go” system adhere to?

Requirements have been set up using the CIA and STRIDE model. One of the most important
requirements is the ability do authenticate and authorise the user prior to usage of the key. This
is especially important if the key has additional integrated features (e.g. payment functionalities).

Another important requirement that should be adhered to by both the key and the ECU is: log-
ging. Both the key and the ECU should log lock status changes. This information can be used as
proof in insurance cases. All formulated requirements can be found in section 6.

Reviewing our second research question:

What systems are currently being used and do they meet these require-
ments?

During our research we saw that several car brands use key equipment from the same end manu-
facturer. Audi, Seat, Skoda, and Volkswagen all use equipment manufactured by Hella. Citroën,
Opel, and Peugeot all use equipment manufactured by Delphi. In addition, Peugeot uses an ad-
ditional manufacturer, namely: JCI, which is also used by Renault. It is not clear why Peugeot
uses two different manufacturers. Ford, Mazda, and Volvo all use equipment from Continental,
formerly known as Siemens or Siemens-VDO.

We were not able to test all systems in detail because none of the car brands, nor the end manufac-
turers were willing to supply security related details. Because proprietary systems are being used,
it was not feasible to reverse-engineer any of the systems ourselves within the available time period.

None of the keys require authentication/authorisation before use. None of the keys are capable
of logging their usage. The majority of the ECUs do not log which key changed the status of the
locks. The complete results can be found in section 7.2.

Reviewing our third research question:

What requirements should the new/spare key order procedure adhere to?

Requirements concerning the new/spare key order procedure have also been set up using the CIA
and STRIDE model. One of the most important requirements is the authentication and authori-
sation concerning the request procedure. A car owner has to prove that he is the rightful owner
of the vehicle before a key is ordered. Personalised dealer employee user accounts should be used
to request new keys at the manufacturer. The car manufacturer can thereby link all key requests
to a person, rather than a dealer.

Another important requirement is the necessity of a connection with the back-end during the new
key associating procedure. It should not be possible to associate new keys without a connection
to the manufacturer’s back-end. This way, the car manufacturer can log all modifications to the
security configuration of a car’s ECU.

All formulated requirements can be found in section 6.
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Reviewing our fourth research question:

What are current order procedures and do they meet these requirements?

The key order and association procedure varies a lot per car brand. Some car brands obligate
their dealers to order keys through third parties like Car Lock Systems (e.g. Peugeot and Mazda),
others obligate their dealers to only order keys at the manufacturer (e.g. Mercedes and BMW).
None of the third parties use HTTPS encryption on their website.

All car dealers require the end user to prove his identity and that he is the rightful owner of the
vehicle. None of the car dealers use the four eye principle. If the car dealers use personal employee
logins on the back-end, and if the system requires a connection with the manufacturer’s network,
all key related actions can be logged at the manufacturer’s back-end.

Not all car brands require a connection to their back-end network when associating new keys to
a car. Such a connection is currently used by: Audi, BMW, Mercedes, Seat, Volkswagen, and
Volvo. The complete results can be found in section 7.3.

10.1 Further research

Based on our experiences we think that future research might be done in these areas:

Car key usage

Conduct practical experiments to find out how users actually use their car keys and remote con-
trols. What do they expect from their car and keys? Do they understand what happens, and are
they aware of the implications if things do not work as expected?

Relay attacks

Create a Proof of Concept of a relay attacks on a keyless go system. This could be done by relaying
the radio signal between the key and the car. It might not be neccessary to do any (de)modulation,
which makes the attack easier.

Security certification

Especially in Europe there seem to be a lot of different national regulation on radio frequencies,
transmission power, security requirements, and so on. In the Netherlands SCM (Stichting Certifi-
cering Motorrijtuigen) is one of the bodies that deals with various aspects of car security regulation.
There may be other (European) bodies that do similar things. Investigate what certification insti-
tutions exist, what their legal status is, and what the technical relevance of their certification is.
Investigate the legal aspects of related topics such as radio frequencies and transmission power.
Could it be that a system is legal in one country and illegal in another?

Analyse used cryptography

Investigate what cryptography is used in car-key communication by different car brands and types.
Which systems use KeeLoq? Are there other systems in use? This probably means analysing the
radio signals because none of the munufacturers wants to disclose information on this.
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