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Privacy Implications

I No Evidence For: Advanced Remote Control Functionality

I Possible Issue For Some: Remotely Triggered Application
Removal
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Permission System

I Error For Patched Market: No Permission To Install Apps

I Very Unexpected
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I Open Source!

I Uses: Plain XML Files
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Android Permission System: Current
Research
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I Requires: Changes To Software Stack
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I Red Tape: Nothing Has Been Released
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Conclusion

I Current Market App Less Evil Than Expected

I Binary/Assembly Patches Possible

I Alternative Approach: Permission Management
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Outlook

I Reimplement Apex: NLnet funding?
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