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Background
The short story of the TPB blockade



  

BREIN demands all ISPs to 
block TPB

http://webwereld.nl/nieuws/109304/brein--pirate-bay-blokkade-voor-alle-isp-s.html



  

UvA research shows blocking 
has no noticeable effect

http://webwereld.nl/nieuws/110183/uva--pirate-bay-blokkade-heeft-geen-effect.html



  

TBPs new IP address 
circumvents ISP blocking

http://webwereld.nl/nieuws/110547/nieuw-ip-adres-pirate-bay-omzeilt-brein-blokkade.html



  

BREIN demands ISPs to block 
new TPBs new IP address

http://webwereld.nl/nieuws/110600/brein-eist-blokkade-nieuw-ip-adres-pirate-bay.html



  

BREIN: TPB has less dutch 
visitors

http://anti-piracy.nl/nieuws.php?id=266



  

Torrents more popular since 
XS4All blocking

https://blog.xs4all.nl/2012/07/04/torrents-toegenomen-sinds-blokkade-pirate-bay/



  

BREIN Research Method

uTorrent

MS Excel



  

BREIN Research Method cont.



  

BREIN Research Method cont.



  

BREIN Research: Quick Fix



  

Project



  

Research Questions

● Develop a method to monitor BitTorrent
– Continuous

– Not share the data ( we do not participate 
in the copyright infringement )

● Should the tools be developed?
● Does not sharing the data influence the 

peers that are gathered?



  

Method

● BitTorrent protocol (skipped)
● Peer exchange methods

– Trackers

– Distributed Hash Table

– Peer Exchange

● Monitor
● Datastore
● Visualizer
● Challanges



  

Peer Exchange Methods
Trackers

● Old fashioned client-server
● Single point of failure
● Easy target for (D)DoS
● Easy target for anti-piracy organizations 

and copyright holders



  

Peer Exchange Methods
Distributed Hash Table (DHT)

● Distributed tracker
● Based on Kademlia (which is based in 

Chord)
● Fixes most problems faced with a tracker
● Has new (mostly

not very researched
flaws)



  

Peer Exchange Methods
Peer Exchange (PEX)

● Build on top of BitTorrent
● Exchanges peer lists between peers
● Does not exchange meta data (other 

BitTorrent extensions do however)
● Not widely used (yet)



  

Previous Research

● Not much research on how to monitor
● Extensive research on how to detect 

monitors though

● No available software specific for 
BitTorrent of peer-to-peer monitoring

● A new tool is (being) developed based on 
a BitTorrent client library



  

Monitor

● Built with the excellent libtorrent library by 
Arvid Norberg

● Library is used by a number of popular 
BitTorrent clients

– Behaves like most other clients

● Gets info hash from database, if needed 
gets meta-data, joins swarm, gathers as 
much peers as possible

● Hard to find balance between getting as 
much peers as possible and not standing 
out in the swarm



  

Database

● Stores torrents and meta-data
● Stores all peers and a few other 

parameters
– Location (GEOIP)

– Source (DHT, PEX, tracker)

– Last seen

– Active

● Many-to-many relation



  

Visualizer

● Seperate from monitor
● Build on a Python web framework 

(Django)
● Lists stats and graphs trends

– Match IP to AS (Cymru ip-to-as service)



  

Results

Demo time



  

Conclusions / Lessons Learned

● When stuck(/frustrated/unmotivated); Read!
● Develop a dedicated monitoring library
● Need a lot (10s) of probes to monitor all 

swarms
● Need database expert to better store/process 

the data
● Not sharing data does not seem to influence 

the peers that are gathered (preliminary 
result

● PEX was (unfortunately) not 
used/implemented by most peers



  

Questions?
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