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define: "container"
and whats with the buzz?

= Virtual machine
- Low overhead
- Scaling
- Use cases

- Google
- Spotity

|solation
- Namespaces
- NET
- PID
CEroups




docker 101

containers for everyone

- De-facto stanaard
- LXC wrapper
- User "friendly"
- Extra functionality
- Docker Hub (Repository)
- Dockerfiles

- Basic networking built in
- Used in my experiments







research
container networking solutions

Overlay networks
Literature

el modules
| Iterature

Performance evaluation




overlay networks

Weave

- Router on each node
- ~30-70% performance hit(!)
VXLAN

- VLANSs spanning other networks
- 6-10% overhead on MTU 1500
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kernel modules
veth

- Connected pair of ethernet
devices

. B d d g e d Mo d e t D1

- dockerQ
- Can perform NAT

Limitations

- Efficien qY t RIS

driver
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kernel modules
macvlan

Modes
Private
VEPA
Bridge

Limitations

MAC access control

Promiscuous mode

default net ns

enp1s0

nsO

ns’

/ ethO

ethO

driver
(macvlan enslaved)

macvian macvlan

kernel

-

r

NIC
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802.1Qbg enabled switch




kernel modules
ipvian

Modes
- L2

3 default net ns nsO ns’

Limitations enpi1s0 / ethO ethO

driver

-

- Not completely stable (ipvian enslaved] ipvian ipvian kernel

- Multi- and broadcast support nic /

r

/ ethO \

802.1Qbg enabled switch




performance evaluation st
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local testing

iperf3
- $N of containe

s exponentially increasing

- Exponentially ©

ecreasing throughput expected

$N pairs

default net ns iperf_s_$N | iperf_c_$N
node1 10.0.1.$N/16]10.0.2.$N/16

enp1s0 \/ ethO \/ ethO

-

$networking_solution

)/

TCP - $N=1,2,4,8,16,32,64,128
UDP - $N=1,2,4,8,16

$networking_solution = veth bridge,macvlan (bridged), ipvlan (L3)

$mtu = 1500, 9000
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iperf_tcp_local_1500 iperf_tcp_local_9000

— macvlan_1500 S _ — macvlan_9000
e yeth_1500 veth_9000

— jpvlan_1500 ipvlan_9000

(Mbps)

Throughput per container (Mbps)

S
e
=
Ic
[
=
QO
o
S
oJ
Q.
-
-
Q.
L -
o)
=
O
—
—

Number of container pairs Number of container pairs

* ipvlan (L3) performs best on all number of containers pairs

- L3; no broad- or multicast
* macvlan very close second

- Uses of RAM as pseudo-bridge buffer
[as\- Bridged veth pipes show their speed limitations




iperf_udp_local_1500 iperf_udp_local_9000

— macvian_1500 — macvlian_9000
veth 1500 veth 9000
- Ipvlan_1500 » (00 - pvian_9000
_ 70( _
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Number of container pairs Number of container pairs

» performance difference with TCP

- hypothesis: udp segment offloading in driver
* macvlan performs best

» veth performs better than ipvlan using 1 to 2 containers
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switched testing
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default net ns iperf_s_$N default net ns iperf_c_$N
node 10.0.1.$N/16 nodeZ 10.0.2.5N/16

enp1s0 \'/ ethO enp1s0 \/ ethO

. ™

$networking_solution kernel $networking_solution kernel

F

o/ )/
[\ VDN

{ 802.1Qbg enabled switch

TCP -$N=1,2,4,8,16,32,64,128 $networking_solution = veth bridge,macvlan (bridged)
UDP -$N=1,2,4,8,16 $mtu = 1500, 9000
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iperf_tcp_10G_1500 iperf_tcp_10G_9000

— veth_9000

Throughput per container (Mbps)
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* No clear winner on 10Gbit
* Use what suits the environment




iperf_udp_10G_1500 iperf_udp_10G_9000

— macvlan_1500

veth 1500

Mbps)

I
-

Throughput per container (Mbps)
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Number of container pairs Number of container pairs

* Low bridged veth performance on MTU 1500

- CPU bound
* Less frames sent on MTU 9000
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conclusion

Local environment:
- ipvlan (L3) performs a bit better than macvlan (bridge mode)
- But is still unstable when networked
- macvlan (bridge mode) performs ~2.5 times as good as bridged vetn

- And stable as well
- Namespace has its own MAC address

- Switched environment:
- veth bridges and macvilan (bridge mode) on par in TCP

- macvilan uses less CPU than veth bridges
- Performs better using UDP




future work

Further look into kernel modules
- Re-evaluate ipvlan performance
- Further UDP testing

est performance of new overlay networks

- Socketplane - now Docker

- Based on Open vSwitch and VXLAN
- Weave with Open vSwitch backena

- Still in development
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hank you and enjoy your lunch!

UNIVP RSITY OF AMSTERDAM
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