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Abstract

This research focuses on creating a portable RFID Bumping device, and
researching whether this device can successfully clone RFID tags within
five minutes, specifically the MIFARE Classic and MIFARE Classic EV1.
To create the portable device a custom antenna was made that extends
the operational range of the device to about seven centimetres. An attack
framework for the device was created and this framework can successfully
clone about three tags that are within the operational range of the device,
under some limitations, within five minutes. The attack framework exploits
a few known weaknesses of the tags and can easily be extended.
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1. Introduction

Radio-frequency identification (RFID) is a technology which is used for
identification from a distance. It is based on radio waves for communication
and can be compared to bar-code technology. The main difference between
the two is, RFID does not require line of sight for the identification process
[19]. Tt is being used for many applications, e.g. tickets for major events,
public transportation, road pricing, access control systems and electronic
passports [18].

The inspiration for this research comes from the article from Wired [14]
which describes a device that is able to clone a RFID tag by bumping into
a person. After the bump, the device has collected enough information to
create a clone of the RFID tag and get access to a building.

When looking at access control systems, these are either based on low
frequency tags or high frequency tags. Low frequency tags normally offer
a very simple identification protocol. Whereas high frequency tags offer a
more complex protocol, which includes mutual verification and transport
encryption. The high frequency tags are also referred to as contactless
smart cards.

In this research we will look at the feasibility of building a device as
described above. To do so, there are a few aspects which have to be taking
into consideration. The first aspect is time; the less time it takes to clone
a tag the less chance of being detected. When talking about bumping, we
mean a maximum of five minutes of tag interaction, as this is easily gained
by for example starting a conversation or standing next to someone in a
crowded train.

Another aspect is the distance between a RFID reader and the tag; the
longer the reading range, the less likely it will be for someone to notice his
tags are being cloned. With a large reading range, it might happen that
there multiple tags within the range.

1.1 Research Questions

The main research question is: ”Is it possible to clone a RFID tag within
five minutes using a portable device?”

The characteristics described above are translated in the following sub
questions:

1. What is the maximal possible distance between the reader and tag?



2. How many tags can there be within the operational range of the
reader?

3. What are possible attack vectors?

4. How much attack time is needed to clone the tag?

1.2 Scope

One of the most deployed high frequency contactless smartcards is the MI-
FARE Classic [13]. Studies have shown the MIFARE Classic contains weak-
nesses [13][2][12][5][6]. The MIFARE Classic EV1 is a hardened version of
the MIFARE Classic, that does not include those weaknesses, but as shown
by [13] an important weakness remains. Those weaknesses can be used in
our cloning device. This research will focus on the MIFARE Classic and
the MIFARE Classic EV1, because these are two of the most deployed con-
tactless smartcards and have known attack vectors.

1.3 Structure

The structure of this report is as follows. Chapter 2 will discuss the related
work. Chapter 3 will explain the literary research and the theoretical frame-
work for our research. Chapter 4 will describe the methods and experiment
conducted in this research. The results will be analysed in Chapter 5.



2. Related work

This chapter will briefly describe the related work for each sub question.

2.1 Range

Several papers indicate that the range between a reader and a tag can be
extended up to approximately 20 to 30 centimetres. To reach this range,
one needs to have a custom antenna, as a standard antenna only has a range
of up to a few centimetres in practice [8] [11] [7].

2.2 Multiple cards

The MIFARE Classic is based on the ISO/IEC 14443-A standard. The
standard contains an anti-collision mechanism which makes it possible to
have multiple cards within the reader’s range [10].

2.3 Attack vectors

Studies that have shown weaknesses in the MIFARE Classic are Meijer et
al [13], Garcia et al.[5][6] and de Koning et al.[12].

Other papers that explain contactless smart cards and identify possible
weaknesses are Tan[18], van Dullink et al.[4], Dimitrov et al.[3] and de Jong
et al.[17]. Not all those papers look at practical attack vectors, but they
provide general background information on how contactless smart cards
work and indicate what the weak points in contactless smart card systems
can be.

2.4 Attack time

Courtois[2] explains how much computation time is required to perform the
DarkSide attack and Garcia et al.[6] showed the computation time required
to perform a nested authentication attack. In 2010, Chih et al.[1] found
that with a budget of 3000 euros it took 840 minutes to go through the full
key space of the MIFARE Classic using GPUs. Meijer et al.[13] showed this



key space can be reduced significantly because of weaknesses in the cipher,
thus the computing power required can be reduced.



3. Literary Research

This chapter will describe the literary research that has been done to answer
the sub questions. Each section will analyze the related work as described
in Chapter 2.

3.1 Range

Range is an important aspect in cloning contactless smart cards. Increasing
the range makes it both possible to increase gathering time and makes it
less likely for someone to notice his cards are being cloned. The advertised
operational range for the MIFARE Classic (and other 13,56 mHz based
contactless smartcards) is roughly 10 centimetres [8], but practice shows
that most readers’ operational range is roughly a couple of centimetres.
Kirschenbaum et al.[11] found and Hancke et al.[8] confirmed, it is possi-
ble to create a 14.8 cm x 20 cm antenna that extends the range to about
20 centimetres. This antenna is portable and thus suitable for bumping.
Hancke et al.[8] also shows that it is possible to extend the range to roughly
27 centimetres with a 29.7 cm by 42 ¢cm antenna. The Proxmark commu-
nity designed a very small antenna that offers an operational range of 7
centimetres using a simple USB cable!, which already extends the range by
a couple of centimetres.

3.2 Multiple cards

When the operational range is increased, it is more likely that multiple
tags will be within this range. It is important that the reader is able to
distinguish tags. As described earlier, the MIFARE family is based on
the ISO/IEC 14443-A protocol [10], which has a mechanism to allow for
both distinguishing tags and selecting one tag. This is called the anti-
collision mechanism. This mechanism, in theory, allows for any number of
tags within the readers range, as long as each tag has an Unique identifier
(UID).

A collision can occur when two tags reply at the same time but with a
different answer, possibly making the resulting response invalid [9]. At the
end of the anti-collision mechanism a tag can be selected using its UID. This

Thttps://github.com/Proxmark/proxmark3/wiki/antennas



card goes into the ”active” state and will respond to high level commands
while any other cards with a different UID will remain in an ”idle” state
[12].

Even though the anti-collision protocol allows the reader to select one
card and communicate with just that card, the protocol does not support
reading multiple cards concurrently. The difficult part with this is deter-
mining which reply belongs to which request. This is difficult because not
all cards reply after the same interval.

To detect all tags within the operational range a Binary Tree Working
Algorithm (BTWA) can be used. The ICU[9] describes such an algorithm
and it operates as follows:

1. A reader chooses a ’0’ or a ’l’, the reader transmits this k-length
prefix.

2. A tag response, with its UID if it kth bits of the tags UID is equal to
the k-length prefix.

3. If the reader detects a collision, it will step into that branch and
extends the prefix once with a 0’ and once with a '1’. If no response
was received, the branch is ignored. If no collision occurred, the reader
can assume only one tag replied.

4. The reader repeats this procedure until all branches are searched
through. Figure 3.1 is a simple representation of this.

Figure 3.1: Binair Tree Working Algorithm

When working with passive tags?, such as the MIFARE Classic and
MIFARE Classic EV1, the amount of tags is limited by the power of the
reader and the amount of tags that fit within the operational range of the
reader.

3.3 Attack vectors

The attack vectors can be divided into two groups:

1. Weaknesses in low frequency contactless access control tags

2Passive tags are tags that needs to be powered by the reader, where active tags are
self powered



2. Weaknesses in high frequency contactless access control tags (focus
on MIFARE family)

3.3.1 Low frequency

Most low frequency tags do not contain cryptographic functions, when ac-
tivated these will send out an UID. It would only require to activated the
tag and capture the UID to be able to clone these tags.

3.3.2 High frequency

The MIFARE Classic is compatible with the ISO/IEC 14443-A standard
except for the transmission protocol. It has implemented its own secure
transmission protocol. The security is based on a proprietary stream ci-
pher called CRYPTO1. Studies show that the cipher contains weaknesses
113]5][6] 12]

In essence, a MIFARE Classic tag is a memory chip which offers au-
thentication and secure transmission. Its memory is divided into segments,
which are divided into blocks. These tags come in different sizes, for exam-
ple the MIFARE Classic 1K which offers 1024 bytes of storage or MIFARE
Classic 4K which offers 4096 bytes of storage. Each sector is protected by
two keys, key A and key B. Each key can be used to allow certain operations,
such as reading and writing. When a reader wants to perform an action, the
reader has to authenticate itself first. The authentication process involves
knowing the relevant key [5].

Acquiring one key only gives access to one sector with the access per-
missions that the key offers. Thus, for cloning a tag, an attacker is required
to acquire all relevant keys of sectors that are used to, for example, ver-
ifying someone’s identity in an access control system. After getting the
relevant keys, all the relevant data needs to be copied. The following steps
summarize cloning a contactless smart card:

1. Getting the keys
2. Getting the data

3. Recreating card

As stated before, we will focus mainly on the MIFARE Classic high
frequency contactless smartcard, because it is one of the most deployed
contactless smartcards. We will also look into the hardened version of the
MIFARE Classic (called the MIFARE Classic EV1).

The procedure to clone a MIFARE Classic contactless access control
card is as follows:

1. Check if default keys® exist on any sector (for example empty sectors
or the first sector)

3Default keys are keys that are, for example, written on the card during manufactory.
An example is: OxrFFFFFFFFFFFF
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2. If no default key is found: use for example the DarkSide attack [2] to
retrieve the first key

3. Perform the nested authentication attack [6] to retrieve other sector
keys

4. Use those keys to get the data sectors of the card

5. Copy the data and the keys onto a blank card to the same sectors

According to the MIFARE Application Directory[15] key A of sector 0
should be set to a default key (02 A0A1A2A3A44A5). In addition to this Gar-
cia et al.[6] states that most deployed systems use default keys for unused
sectors. Combining these observations shows that most implementations of
the MIFARE Classic for access control will use at least one default key on
the card. Thus, in most cases the DarkSide attack can be skipped.

If no default key is found, a DarkSide attack [2] could be performed to
get one key. The DarkSide attack uses the weak pseudo random number
generator, the parity bits, and the error codes given with wrong parity bits
to find this one key. The attack needs about 300 queries to the MIFARE
Classic card which takes about 10 seconds. After gathering the data, the
computation needed is in the order of 222 which on a laptop takes a few
seconds.

After the first key has been found using either the DarkSide attack
or just finding a default key, the nested authentication attack [6] can be
performed. Using this attack all other keys used on the tag can be found.
This attack is also based on the weak pseudo random number generator and
the leaking of information through the parity bits. The MIFARE Classic
sends parity bits which are computed over the clear text. The parity bits
are encrypted with the same keystream bits which are also used to encrypt
the next bits of plain text. This leaks information about the key and can
narrow down the list of possible key candidates.

Using all the keys found using the nested authentication attack, all read-
able data of the tag can be read and therefore dumped. The dump of this
data and the found keys can then be copied to an empty tag.

As described above the MIFARE Classic is vulnerable for a couple of
attacks, as described in Meijer et al.[13] it is possible to defend against
those attacks, but the CRYPTO1 cipher remains weak. In the same paper a
ciphertext-only attack is published against the MIFARE Classic EV1 cards.
This attack requires approximately 10.000 to 20.000 encrypted nonces to
extract a sector key with a high probability. This will take 6 to 12 minutes
of card interaction.

This attack does not necessarily make it possible to clone a MIFARE
Classic EV1, because to clone a tag you would need all the keys and all data.
If, however, it is possible to get access to the same card twice it is possible
to split the attack. During the first interaction gather the the encrypted
nonces and the second time gathering the data using the found keys.

Some high frequency contactless smart card based deployment only use
the UID without using any cryptographic functions. To be able to clone
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these it is only needed to capture the UID. This makes it very similar to
cloning low frequency tags. When talking about MIFARE Classic deploy-
ments, this goes against the deployment guidelines of the manufacturer
NXP[15].

Another contactless smart cart is the MIFARE DESFIRE, which can be
deployed in either 3DES mode or AES mode. Oswald at al. [16] show it is
possible to extract the 3DES key from a MF3ICD40 with approx. 250.000
traces. This takes a couple of hours to gather, making this attack infeasible
for a bumping attack. As for now, no other card attack seems to be available
in the public domain.

3.4 Attack time

The time to clone a card is already described in Section 2.
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4. Methodology

For this research a Proxmark 3! was used. It enables sniffing, reading and
cloning of RFID tags. The Proxmark 3 was connected to a LG Nexus 5
running Android version 4.4.4 together with Nethunter?. The Nexus offers
a good battery, multiple methods of connection, enough computing power
and is portable. This makes it a good solution for the controlling part of
the bumping device.

W

Figure 4.1: Bumping device

Figure 4.1 shows the bumping device. The Nexus 5 contains the Prox-
mark3 client software and is connect to the reader (the Proxmark 3) via
USB. The laptop can be used to connect to the Nexus 5, for example over
a WiF'i connection, to execute commands, but a laptop is not required be-
cause the Nexus 5 itself can also be used to execute commands.

In all the experiment either a blank MIFARE Classic 1K or a MIFARE
Classic EV1 1K was used.

4.1 Range

The range will be increased using a Hirose usb cable?. It should extend the
range to roughly 7 centimetres. This will be verified using multiple tags
and measuring the operational range of the reader.

4.2 Multiple cards

As for now, the Proxmark firmware does not support reading multiple tags,
it has implemented the ISO/IEC 14443-A anti-collision mechanism, but in
a limited way. If multiple tags are within the reader’s range, it will only
interact and recognize one tag. Which tag depends on multiple aspects, such

Thttp:/ /www.proxmark.org/
2https:/ /www.offensive-security.com /kali-linux-nethunter-download /
3Design can be found on https://github.com/Proxmark/proxmark3/wiki/antennas
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as the range between tags and reader and the computing speed of the tags.
By implementing the BTWA as described in section 3.2, we make it possible
to recognize multiple UIDs using the Proxmark3. After implementing this
protocol, we will research how many cards can be in the operational range
of the reader.

4.3 Attack vectors

During the literature study we found multiple vulnerabilities of the MI-
FARE Classic. Most of them are already implemented in the Proxmark
software. Based on the steps described in Section 3.3.2, we designed an
attack framework. This section will describe the implemented parts of the
framework, the full designed framework can be found in Appendix A.

After starting, the framework comes into the main loop, which will
search for any low frequency or high frequency tags within the operational
range of the reader. Once it detect a low frequency tag, it will copy the
UID, check whether the UID already exists in the database and save the
UID to the database if it did not exists. The low frequency attack steps are
shown in Figure 4.2

Chedk for LF - ) ~ . .
Loop through N0 Copy UID Ched if unique
Dump to OB if
unique

Figure 4.2: Attack steps for low frequency tags

Attacking a high frequncy card requires more steps. Firstly, it will
perform the BTWA to detect all the UIDs within the operational range of
the reader. Secondly, it will loop through all the tags and checks if any of
them are uncompleted. Uncompleted means tags that have not been fully
cloned (having the keys and data of all the sectors). The next step is to check
for any default keys on the tag. If there are any, a nested authentication
attack can be executed. If that attack fails, a hard nested authentication
attack can be performed. This attack still requires the leftover keyspace
to be solved after the tag interaction. Once all the keys are recovered, the
data can be read from the card and saved to the database. Figure 4.3 is
a graphical representation of those steps. We have implemented the high
frequency attack steps in the Proxmark client and firmware.
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Figure 4.3: Attack steps for high frequency tags

4.4 Attack Time

The time it takes to perform a full attack is very important for a bumping
device. To be able to measure the duration we designed and conducted the
following experiments:

e Attempting to clone a MIFARE Classic tag with default key A
0xA0A1A2A3A4A5 at sector 0 and n random keys A for the other
sectors. For each n the experiment was conducted 100 times.

e Attempting to clone a MIFARE Classic EV1 tag with default key A
0xA0A1A2A3A4A5 at sector 0 and n random keys A for the other
sectors. For each n the experiment was conducted 100 times.

For the first experiment we created a shell script which generates n
random keys. Key k is the k-th random key and will be written key A of
block k % 4. For the first experiment a maximum of 60 iteration for the
nested authentication was configured. This was because timing is critical
for a nested attack, it is based on exploiting the pseudo random number
generator. The Proxmark software tries to find the exact timing for the tag
to always give the same nonces, but sometimes fails to do so. The maximum
is added to protect against a never ending loop.

For the second experiment a maximum of 10.000 gathered encrypted
nonces was configured. This is to prevent the Proxmark software to gather
nonces indefinitely. The Proxmark software tries to collect enough nonces
with a certain property, but in some cases it requires a vast amount of
encrypted nonces. For more details see Meijer et al.[13].
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5. Results and Analysis

5.1 Range

Using the designs from the Proxmark community, we created a HF Hirose
Antenna with a budget of 5 euros. It increases the operational range from
3-5 centimetres (with the default antenna) to roughly 6-8 centimetres when
interacting with one tag. The range depends on the type of tag and place-
ment compared to the antenna. When a tag is placed above the center of
the antenna, the range is at its best. When placed near the sides of the
antenna, the range decreases but it is still able to detect a tag. As described
by the Proxmark community, the antenna is optimized for card shaped tags.

5.2 Multiple cards

We successfully implemented the BTWA and are able to interact with mul-
tiple tags using the Proxmark 3. Our setup is able to interact with three
tags stacked on top of each other within a range of 4 centimetres. Dur-
ing the research we noticed that we were able to interact with more than
three tags, when there was enough space between the tags, but we did not
research this further because when cloning RFID tags while bumping, it
is more likely that RFID tags will be stacked together (for example in a
wallet).

5.3 Attack vectors

We have implemented a framework which loops through all the available
tags within the operational range of the reader and attempt to clone those
cards based on the steps described in section 3.3.2. Combining the changed
Proxmark firmware, the antenna, and the phone we were able to create an
easily portable bumping device. This device is able to consistently bump
and clone up to three cards within the antenna range. All the gathered data
is written to a database on the phone and can be accessed by connecting to
the phone. The phone can also be used to send the data needed for heavy
computations to a dedicated off site machine.

Also, because we use a database, the framework is able to keep track of
state. Whenever a card is offered that is already attacked and fully cloned,

16



keys | mean | standard error
1 6.45 0.815
2 45.81 8.452
3 67.54 10.443
4 93.98 16.364
5 133.1 28.33

Table 5.1: Average time in seconds for a nested attack on z keys

the framework skips this card. If the card is not fully cloned, the framework
can continue where it left off previously.

5.4 Attack time

The experiments we conducted into the time needed to attack the two
types of MIFARE Classic tags will be analysed in this section. Firstly,
the standard MIFARE Classic will be discussed and secondly the MIFARE
Classic EV1.

5.4.1 MIFARE Classic

We were able to conduct the experiment as described in Section 4.4 with
changing up to 5 keys. Changing more keys was not possible due to the
battery of the phone running out of energy before being able to clone the
tag 100 times. Table 5.1 shows the found duration of the attack in seconds.

In Figure 5.1 the average time for a nested attack on = keys is plotted.
It also shows the fit-line (f(x) = 30z — 21) for the gathered data points.
This line helps to predict that, on average, within five minutes 10 keys can
be found.

Given that for the nested attack at least one key needs to be known,
we tried to predict the time it will take to clone a card with only non-
default keys except one (31 non-default keys). Calculating this results in:
f(31) =909, which is approximately 15 minutes.

In total we performed this experiment with 2006 keys and were able
to retrieve 1628 (81%) of them successfully. This is due to the fact that
the nested authentication attack is based on exploiting the weak pseudo
number generator. It has to find the exact timing that the same nonces
will be repeated. Sometimes the Proxmark simply fails to do so. When the
success rate of the Proxmark calibration increases, so will the success rate
of our setup.

5.4.2 MIFARE Classic EV1

The attack on the MIFARE Classic EV1 has three parts. First a number
of nonces has to be gathered, then using those nonces the key has to be
computed offline, and finally a second interaction with the tag is needed
to clone tag’s data. In our experiment we looked at the time it takes to

17
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Figure 5.1: Time per key for nested attack on MIFARE Classic tag

gather the nonces and the leftover keyspace. Using our setup, we found
that we could gather 55 nonces per second very consistently. In Figure 5.2
the number of nonces gathered per second is shown for one key. In Figure
5.3 the relation between nonces and leftover complexity of the keyspace is
shown.

As can be seen in Figure 5.3 there is no linear relation between the left-
over keyspace and the number of nonces. This is due to the randomness
of the nonces and the way the cipher works. The separation between left
and right is caused by the fact that we either wait for the sum property
to be high enough (see [13] for more information) or just stop after gath-
ering 10.000 nonces. In case we stop gathering nonces when we hit the
sum property threshold, the leftover complexity is in general lower than in
case we stop gathering after 10.000 nonces. The complete keyspace is 248
and as Figure 5.4 shows, the keyspace left using the gathered nonces is on
average approximately 234, which will decrease the brute force time needed
drastically.

During every experiment the default key check only required 2 to 5

18
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Figure 5.2: Nonces per second for "hard” nested attack on MIFARE Classic
EV1 tag

seconds. Reading the data after all the keys were found only required 4 to
5 seconds. Thus, the most time was spent in acquiring the keys.

19



Keyspace 2"

40

35

30

25

Complexity

8
o
8
— o
g
o
o
o
(]
o
o
- o ° 8
° ° o o°
89°%500 ° °
o° °s o °
o
008 8o °
o o°° o
— ° o ° o
° 0° ° )
°o
° 5 o
N °
T T T T
4000 6000 8000 10000
Nonces

Figure 5.3: Leftover keyspace for number of gathered nonces

20



Leftover keyspace

T T T T 1 T T T 1 T T T 1 T
225 926 927 528 529 530 531 532 533 534 535 536 37 538 539 540 H4l 42 543

Number of possible keys

Figure 5.4: Leftover keyspace

21



6. Conclusion

This research has shown that it is possible to create a portable RFID bump-
ing device that is able to clone MIFARE Classic 1K tags. Within five min-
utes our device is able to clone tags that have no more than 10 non-default
keys. This all with a budget of under 300 euros. We have also found that
using our device we are able to clone tags that are within a range of 6 to 8
centimetres. Our device has implemented a BTWA which allows interaction
with multiple tags sequentially. Because of limitations of our antenna, the
maximum amount of tags that can consistently be attacked is 3.

There are several attack vectors we found for attacking the MIFARE
Classic, and one attack vector for the MIFARE Classic EV1. The MIFARE
Classic has several weaknesses that are exploited by those attacks, such as
a weak random number generator and error codes in specific cases. These
weaknesses have been fixed in the MIFARE Classic EV1, but the cipher
has remained the same. This cipher also has a known weakness that can be
exploited when trying to gather all the keys. This weakness does, however,
require offline computation. Thus a trade-off has to be made between the
online gathering time and offline computation time. Currently our cloning
device is limited to gather enough nonces for two keys within five minutes.
If the total attack time can not be reduced to 5 minutes, the attack will
require a second interaction with the same tag after the keys are solved.

Our device is keeps track of state, which makes it a practical device. It
remembers a tag by its UID and it remembers which keys it has already
found. If our device interacts with a tag for the second time, it will know
which keys and data it still has to attack and start doing so.

To protect against our bumping device, one has to use the MIFARE
Classic EV1 tag and change all the default keys to non-default keys. This is
necessary, because the hard nested authentication attack requires knowledge
of at least one key. As there is no attack publicly known for the MIFARE
Classic EV1 to gain knowledge of a key without prior knowledge of another
key. A better solution, however, is to migrate to a different technology that
does not have known vulnerabilities and has been validated by multiple
independent parties.
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7. Future Work

During this research we have implemented a framework that can clone
certain high frequency RFID tags (MIFARE Classic and MIFARE Clas-
sic EV1). There are a few future extensions to this framework and other
aspects of this research that can be extended or researched more in depth.

Firstly, the maximum number of tags can be more extensively researched.
During our experiments we could consistently read three stacked tags at the
same time, but when placing them differently more tags could be read. We
expect that it is caused due to tags blocking signal when stack together,
but did not research it more in-depth.

Secondly, the implemented framework (modification to the Proxmark)
can be extended to include attacks on other tags that are commonly used.
The attack time for those tags can then be research as well.

Thirdly, the software to calculate the (leftover) keyspace can be opti-
mized, and using this a better estimation of the actual safety of the MIFARE
Classic EV1 can be given. The calculations with software that is publicly
known now, take longer than the for this research allowed five minutes. It
is, however, possible that other software will be able to calculate and test
all possible keys within a much shorter timespan.

Fourthly, to see the real impact of this research, one could use the bump-
ing device in an unstable environment to clone a tag. We did not do this
because of ethical reasons.

Lastly, the Proxmark firmware can be extensively researched and tested,
in order to optimize it. This could enable better testing of the weaknesses
of time based pseudo random number generator within RFID tags.
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A. Attack framework

This appendix will give an overview of the whole attack framework. When
the framework boots it will first tune the antenna. This is to get the best
operational range for the reader. Next, it will start the main loop. Figure
A.1 shows this progress'. The main loop consist of two functions. LF Attack
Loop and HF Attack Loop, which loops either through all low frequency
tags or through all high frequency tags.

Addive / boot Tune Antenna

HF Altack Loop

Main Loop

Figure A.1: Main loop

The low frequency attack function is already described in Section 4.3.
Figure A.2 shows this function again. Basically when it detect a tag, it will
copy the UID and save it to the database.

The high frequency attack function is already described in Section 4.3.
Figure A.3 shows this function again. The designed framework will first
check for any high frequency tags, if it detect for example an ISO/IEC
14443-A tag, it will determine which specific type of tag it is. In case of
a MIFARE Ultralight, it will call the specific function for that card. This
framework is extendible, new protocol tags or specific new tags can easily
be added.

IDotted functions in any of the images in this appendix indicates that the function is
not implemented in our software.
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Figure A.3: High frequency attack loop
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B. Software

All the software that has been created for this project can be downloaded
from github.

e https://github.com/zyronix/proxmark3/

e https://github.com/zyronix/rfid-bumping/
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