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About Advanced Persistent Threats

Advanced Persistent Threat (APT) [2];

Highly skilled and well-resourced [17];

Long duration of attack (months, years) [12][17];

Specific motives, such as [12];

- Intelligence gathering;
- Financial enrichment;

e Not your average script kiddie.
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Examples of Advanced Persistent Threats

e Operation Aurora (2010) - Source code theft of high profile
targets, such as Google, Adobe and organisations in the defence
and and financial sectors [19];

e Stuxnet (2010) - Israeli/United States joint effort, a computer
worm specifically developed to attack the nuclear power
programme in Iran [8];

e Operation Shady RAT (2011) - A large scale attack, targeted at

more than 70 global companies, governments, and non-profit
organisations for at least five years [1];

e Belgacom breach (2013) - The GCHQ breached Belgacom and
had access to customer data, including encrypted and

unencrypted streams of private communications [6].
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Research questions

Main research question

Can a portable, passive Advanced Persistent Threat (APT) Catcher be

designed to be easily deployed on the network which detects the

presence of potential APTs?
Sub-questions

What are the quantifiable characteristics of an APT?

What methods are available to passively detect the presence of
an APT?

Can a prototype be designed to be deployed in an easy and
feasible manner on the network to detect the presence of APTs?
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Modus operandi |

Kill Chain [12]

Giura et al. [7]

Zero Entry Hacking [5]

Reconnaissance
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Weaponisation
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Installation
Command & Control
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Actions on objective

Reconnaissance
Delivery
Exploitation
Operation

Data collection
Exfiltration

Reconnaissance
Scanning
Exploitation

Post exploitation and
maintaining access

Table: Several procedure models, which show a similar modus operandi.



Modus operandi Il
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Figure: Attack pyramid [7].
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Characteristics of the APT |

A typical APT has the following (non-exhaustive) characteristics
[4](12][17][18]:

e Inquisitive: a strong desire to know as much as possible about
the target. Lower hanging fruit would move to a new target
when bored;

e Stealthy approach: circumventing all kinds of security controls
to avoid detection. This also involves removing traces;

e Preparation: premeditated plan of execution by using newly
acquired information;

o Infiltration: exploiting an asset to gain a foothold into the target.
This may also involve social engineering (e.g. spear-phishing);
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Characteristics of the APT Il

e Resourceful: the APT is known for its sophisticated and custom
designed attacks, such as self-built malware;

e Exfiltration: stealing as much confidential information as
possible. The APT may use strong encryption to conceal the
data being exfiltrated;

A natural born spy

The APT is a natural born spy that will stop at nothing to remain

undetected, while carrying out its objective.
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Detecting the APT |

e During active network scanning;
e During passive network scanning;

e During port scanning.

8/23



Detecting the APT Il

e Host Intrusion Detection System (HIDS) (out of project scope);
- OSSECG;
- AIDE;
- Samhain;

e Network Intrusion Detection System (NIDS);

- Signature Based IDS (SBS);
- Anomaly Based IDS (ABS).
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Detecting the APT Il

e Examples of NIDSs;

Snort - Most popular open source SBS NIDS, developed since
1998. Large community, with frequent signature updates [15];
Suricata - Open source SBS NIDS with multi-threading, hardware
acceleration, IP reputation system, developed since 2009.
Compatible with Snort rules', as well as their own rules? [14][16];
Sagan - Open source SBS NIDS / SIEM developed since 2011.
Multi-threading support and has its own ruleset [13];

Bro - Advanced open source ABS NIDS, with behavioural
network analysis, and its own script language to write detection
parameters [3];

PSAD - Open source SBS NIDS. Scans iptables logs for
suspicious behaviour [9].

"The Talos ruleset (formerly VRT)
2Emerging Threats Suricata ruleset
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Designing the APT Catcher |

e Client/server architecture;

- Sensor (prototype);
- Aggregator.

e =8 e

Figure: Client / server architecture.
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Designing the APT Catcher lI
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Figure: A more detailed overview of the APT Catcher within a network
infrastructure.
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Designing the APT Catcher lli

Aggregator

Figure: A new separate network for the sensors and the aggregator. Events
are now sent exclusively over this network.
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The sensor

e Portable;

e Heterogeneous detection with multiple sensors;

e Working prototype on a Raspberry Pi 3, using Docker.

Single board computer

Raspberry Pi 3

Processor 1.2 GHz 64-bit quad-core ARM Cortex-
A53

Memory 1 GB (shared with GPU)

NIC 10/100 Mbit/s Ethernet

Operating System

Raspbian Jessie Lite [11]

Software

Docker v1.11, Unbound v1.5.9

Table: Raspberry Pi 3 prototype running Raspbian with Docker.
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The sensor prototype

Docker container equipped with the following:

Base image resin/rpi-raspbian [10]
Operating System Raspbian Jessie Lite [11]
NIDS Software Bro v2.4.1, PSAD v2.2.3, Snort v2.9.7.0

and Suricata v3.1.
Miscellaneous tools | netsniff-ng v0.6.1, Nmap v7.12, tcpdump
v4.7.4 and TShark v2.0.4.

Table: Custom built Raspberry Pi 3 sensor container running Raspbian using

Docker.
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The aggregator

e Collects alarms of the sensors;
e Some dashboards already exist for several NIDSs;

e No dashboard exists which aggregates all alarms from all NIDSs.
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Field testing

e Measurements taken with Monitorix;
e Measured performance of NIDSs running in the container;

e Measured performance of an attack simulation.
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Field testing - Bro

System load average and usage
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Figure: System load when Bro is running inside the APT Catcher sensor
Docker container.
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Field testing - Snort
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Figure: System load when Snort is running inside the APT Catcher sensor
Docker container.
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Field testing - Suricata
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Figure: System load when Suricata is running inside the APT Catcher sensor

Docker container.
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Demonstration
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Conclusion

e The APT is increasingly sophisticated, patient and stealthy;

e Detection of the APT causes a paradigm shift in defence
strategies;

- Don't just expect the threat at your door;
- Expect them already in your home;

e The portable APT Catcher helps to detect such threats, in your
home, continuously.
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Questions?

)
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