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Introduction

Introduction

1 Freenet is a distributed semi-structured peer-to-peer file
sharing network.

2 First proposed in Clarke [1999], later extended by Clarke et al.
[2001] and by Biddle et al. [2002].

3 A censorship resilient membership-concealing overlay network.

4 File sharing, forums, micro blogging, and instant messaging.
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Topology
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Figure: The three possible topologies within Freenet. Solid lines indicate
darknet connections, dotted lines are connections to the seed node and
dashed lines are connections assigned by a seed node.
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Research question

1 Is it possible to discover the IP addresses of nodes
participating in a Freenet darknet?
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How does Freenet work?

1 Nodes specialising in a part of a distributed hash table.

2 Nodes send messages with a UID to each other via UDP.

3 Routing based on the small-world model by Kleinberg [2000].

4 Files are split into blocks of 32 KiB each.

5 UDP payload is padded to the nearest multiple of 64 with an
additional random 0 to 63 bytes.

6 Encrypted with AES in PCFB mode.
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Related work

1 Cramer et al. [2004], Vasserman et al. [2009], and Roos et al.
[2014] did monitoring experiments on opennet.

2 DoS “Pitch Black” attack by Evans et al. [2007].

3 Blocking of the FRED by Othman and Kermanian [2008] and
the FProxy in Solarwinds.

4 Routing table insertion attack by Baumeister et al. [2012].

5 Message UID traceback attack by Tian et al. [2015] with
between 24% and 43% accuracy.
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Experimental setup

1 Eight Ubuntu 16.04 VMs on a Xen hypervisor, each running a
FRED build #1477 (2017-03-09).

2 Physical threat and network threat level to “HIGH”.

3 Friend trust level set to “LOW” for all connections.

4 Each node has a degree of at least three.
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Figure: Topology of the darknet training setup.
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Traffic detection - step 1: filtering
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Traffic detection - step 1: filtering

1 Port number between 1024 and 65535.

2 Maximum IP packet length of 1280 bytes.

3 Minimum IP packet length of 92 bytes.

4 Maximum UDP payload of 1232 bytes.

5 Minimum UDP payload of 64 bytes.

6 An IP address receiving packets on the same UDP port from
at least three different IP addresses.

7 A socket has to have sent and received at least one packet.
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Traffic detection - step 2: comparison to baseline

1 A one-class SVM was trained on 5.5 hours of traffic from the
test network.

2 As features the normalised packet length frequency per socket
were used.

3 Traffic was generated every 10 minutes.

1 Insert a file with a size between 32 to 320 KiB in each node.

2 Request the inserted file at a random node.

3 Request a non-existing file.

4 Check also against some other (P2P) traffic for false positives.
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Results - step #1

Table: The number of true positives and false positives in step #1.

Set True positives False positives
darknet 3 hours busy 28 (100%) 0

darknet 3 hours idle 28 (100%) 0

BitTorrent 0 0

OpenArena 0 0

Traceroute 0 0
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Results - step #2

Table: The mean score and standard deviation of the 4-fold
cross-validation done in step #2.

Set x̄ s

darknet 3 hours busy 43% 17%

darknet 3 hours idle 14% 10%

BitTorrent

OpenArena

Traceroute
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Discussion

1 Different accuracy for idle network due to less (re)inserts.

2 Only tested the FRED with default configuration.

3 Small network was tested in a unrealistic setting for a short
period of time.

4 “Making nodes invisible is not easy by any stretch of the
imagination and is not something we can or should address
before 1.0” [Clarke and Toseland, 2005]

5 The detection method can scale up to ISP or even national
level given enough resources.
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Conclusion

1 It is possible to identify the IP address of a FRED darknet
node based on the network traffic it generates.
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Future work

1 Train on a larger and more diverse data set.

2 Apply detection to opennet nodes.

3 Padding payload to a specific size like Tor does.

4 Extract message types based on packet length.

5 Track flow of inserts in the network based on the MTU.

6 Consider implementing the detection method as part of a IDS.
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This is the end

Thank you for listening!
Are there any questions?
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