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What is CyberArk Privileged Access Security (PAS)?
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CyberArk PAS offers:

● Privileged access to hosts 

via managed sessions

● Password management based on 

policies
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What is the issue?
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CyberArk PTA does not have a holistic 

view of misuse within the entire solution

1. PTA looks at user session only

2. Samples logs to handle load

3. Based on hardcoded triggers

4. Minimal data in output logs



Research question

How can one recognize malicious behavior 

based on the logs from CyberArk PAS in 

both the present and future?

Sub 1) Which use cases can be defined for Privileged Access Management to 
distinguish malicious behavior?

Sub 2) How can future incidents be detected by using previously researched 
behavior from the CyberArk PAS logs?

#
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Methodology
17 Attack techniques selected from MITRE ATT&CK Enterprise 

Matrix in privileged sessions (Windows and Linux)

9 Additional techniques defined on CyberArk PAS system 

(PVWA and Password Vault)

Run attack techniques and normal behavior simulation in test 

environment (CyberArk PoV) and capture logs

Split logs into normal, suspicious and malicious data sets

Define use cases (i.e. search queries) based on malicious logs

Apply automation in log analytics
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[["month", "Jun"], ["day", "8"], ["time", "10:43:17"], ["ip", "184.170.232.50"], ["unknown", "1"], ["timestamp", 
"2020-06-08T08:43:17Z"], ["hostname", "VLT01"], ["format", "CEF:0"], ["platform", "Cyber-Ark"], ["application", "Vault"], 
["application_version", "11.4.0000"], ["event_id", "361"], ["event_message", "Keystroke logging"], ["event_level", "5"], ["act", 
"Keystroke logging"], ["suser", "Administrator"], ["fname", "Root\\Operating System-UnixSSH-rhel7.cybr.com-root"], 
["dvc", ""], ["shost", "10.0.0.15"], ["dhost", "rhel7.cybr.com"], ["duser", "root"], ["externalId", 
"8308babe-f4e8-445c-a1a8-4be6c96a61d0"], ["app", "SSH"], ["reason", "sudo EDITOR\\/=/usr/bin/nano visudo"], 
["cs1Label", "Affected User Name"], ["cs1", ""], ["cs2Label", "Safe Name"], ["cs2", "Linux Root"], ["cs3Label", "Device Type"], 
["cs3", "Operating System"], ["cs4Label", "Database"], ["cs4", ""], ["cs5Label", "Other info"], ["cs5", ""], ["cn1Label", "Request 
Id"], ["cn1", ""], ["cn2Label", "Ticket Id"], ["cn2", ""], ["msg", ""]]

A single log entry -  sanitized

Jun  8 10:43:17 184.170.232.50 1 2020-06-08T08:43:17Z VLT01 CEF:0|Cyber-Ark|Vault|11.4.0000|361|Keystroke 
logging|5|act="Keystroke logging" suser=Administrator fname=Root\Operating System-UnixSSH-rhel7.cybr.com-root 
dvc= shost=10.0.0.15 dhost=rhel7.cybr.com duser=root externalId=8308babe-f4e8-445c-a1a8-4be6c96a61d0 
app=SSH reason=sudo EDITOR\/=/usr/bin/nano visudo cs1Label="Affected User Name" cs1= cs2Label="Safe Name" 
cs2="Linux Root" cs3Label="Device Type" cs3="Operating System" cs4Label="Database" cs4= cs5Label="Other info" 
cs5= cn1Label="Request Id" cn1= cn2Label="Ticket Id" cn2= msg=
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Unbalanced data set

Data set (i.e. 5300 log entries) consist of:

2272 Normal behavior logs (“N”)

2648 Suspicious logs (“S”)

380 Pure malicious logs (“M”)

Hard to classify log as malicious
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N 42.9% S 50.0% M 7.2%

N 85.7% M 14.3%
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Two methods to analyze log entries
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Machine learningString matching

(We explored)
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String matching

Incoming log entries sanitized and matched with 

predefined models (i.e. use cases)

Alert raised in portal when log entry is found to be 

malicious

Optional feedback loop to expand models

Portal and Matcher are universal (e.g. Splunk)

Drawbacks: Known models & Human factor
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Machine learning
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Log entry
Black box

field

field

field
X% Malicious

Training process where one teaches a model
where no fully satisfactory algorithm is available.
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Training a neural network genetically

Pool of 512 
networks

Top 16 of 512 (≈3%)
become breeders

1 to 10 weights get 
reset for each network

E.g. 99% 
accuracy

12

https://en.wikipedia.org/wiki/Equals_sign#Approximately_equal
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Converting a log to neural network inputs
Bag of words phrases, based on frequency.
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[["month", "Jun"], ["day", "8"], ["time", "10:43:17"], ["ip", "184.170.232.50"], ["unknown", "1"], ["timestamp", 
"2020-06-08T08:43:17Z"], ["hostname", "VLT01"], ["format", "CEF:0"], ...]

Month Day Time IP Unk. Time-
stamp Hostname Format

104x “Jun” 72x “8” 2x “10:43:17” 834x “184.170.232.50” 1435x “1” 1x 
“2020-06
-08T08:4
3:17Z”

937x 
“VLT01”

1435x 
“CEF:0”

23x “Jul” 68x “9” 1x “9:03:45” 147x “184.170.232.49” ... 183x 
“VLT02”

55x “10” 1x “9:03:46” ...

... ...
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Performance indicators

F1 score

● Motivates classification correctness 

regardless of unequal ratios

● Measured using confusion matrix formulas

Delta score

● Motivates output to be precise

● Measured by the error delta

● Own invented solution
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Model types

Detector

Takes in any log, determines whether it’s 

malicious or normal behavior

Single output:

Confidence of the log being malicious

Desired outcome: Either 1 TP or 1 TN

Classifier

Takes in malicious logs, determines the type of 

attack that was performed

Multiple outputs:

One output per attack based on   

………..the confidence that it was that 

………..attack

Desired outcome: 1 TP and 16 TNs
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Machine learning framework

16

Same sanitizing approach as string matching

Machine learning applied in detector and classifier

Live scanner split from Detection Trainer to handle load

Feedback loop to adjust training sets for future incidents
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Machine learning performance experiments
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Experiment Title Values

A Using different training sets (detector only) Normal Behavior (“N”)
Normal Behavior + Suspicious (“N+S”)

B Using a different number of hidden layers 1 2 4 8 12 (detector only) 16 (classifier only)

C Using a different number of nodes per 
hidden layer 10 20 40

D Using different classification thresholds 0.0, 0.1, …, 0.9, 1.0

E Using optimal parameters from previous 
experiments to test performance Depending on first four experiments

Reference setup: 4 hidden layers, 20 nodes per hidden layer, 0.5 classification threshold, “N” data set



Results
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Malicious behavior detection

Capable of handling large amounts of log 

entries

Close to 99% of the malicious logs can be 

filtered out successfully (from successful defines)

Able to find anomalies in any environment, 

since no hard coding is required

Less dependent on humans, causing less 

human error
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12 of 17 MITRE attack techniques and 6 out of 9 

additional attack techniques successfully defined

4 Attack techniques were indistinguishable

Remaining 4 attack techniques were not visible in 

log, which were:

1. Phishing link

2. User circumventing PSM!
3. Capturing client session cookies

4. Deactivating security 

configuration rules (PTA)!

Use cases    Machine learning



RP2 Mike Slotboom and Ivar Slotboom Malicious behavior detection based on CyberArk PAS logs UvA/SNE

Detector Experiments

How well does it detect malicious logs?

Optimal parameters:

- 4 hidden layers

- 20 nodes per hidden layer

- 0.5 classification threshold

- “N” data set

20

TP TN FP FN

376 2090 182 4
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Classifier Experiments

How well does it match a malicious 

entry with a model?

Optimal parameters:

- 4 hidden layers

- 20 nodes per hidden layer

- 0.5 classification threshold
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TP TN FP FN

331 15275 213 637
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Delta score & F1 score

● Separate test to determine value

● Comparison with threshold

Conclusion

● Improved classification results

● Outputs are far more precise

(0.60 DS vs 0.92 DS)
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Conclusion

● Malicious behavior detection in CyberArk PAS

Use cases
● 17+9 Attack techniques performed in test environment
● Logs analysed and 18 use cases defined

Automation
● Two frameworks for log analysis automation: string parsing and machine learning
● Machine learning can be applied with genetic neural networks and bag of words
● Experiments performed for optimal parameters Detector and Classifier
● Addition of Delta score positively influenced the learning process
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Future work

Automated pipeline

● Applying frameworks
● Feed forward system

Machine Learning Techniques

● Only genetic neural networks 
is used with bag of words 
approach

● Supervised machine learning
● Ability to parse multiple logs 

compared to a single log for 
pattern recognition

Extending CyberArk PAS

● In this research, the data was 
captured using default 
settings.

● Changing logging, security 
configuration or applying 
agents on hosts could be 
investigated further.
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Thank you for your time.
Any questions?
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Ivar Slotboom and Mike Slotboom, SNE/UvA

Roel Bierens and Bartosz Czaszynski, Deloitte



Appendix
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Related work

Abad et. al (2003)

- Anomaly detection in Intrusion Detection 

Systems

- Bottom-up approach: Logs → Attacks

- Top-down approach: Attacks → Logs

Meera and Geethakumari (2013)

- Cloud API log correlation

- Match and filter on pre-defined atomic 

conditions

Huizinga (2019)

- OS3 Research

- Analysis of network traffic during a pen test

- Application of supervised machine learning
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Use cases

28



RP2 Mike Slotboom and Ivar Slotboom Malicious behavior detection based on CyberArk PAS logs UvA/SNE

Use cases (cont.)
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