Karst Koymans (UvA)

Classical Cryptography

Polyalphabetic substitution

Karst Koymans

Informatics Institute
University of Amsterdam

(version 22.5, 2023/02/14 13:15:31 UTC)

Tuesday, February 14, 2023

al Cryptography

Tuesday, February 14, 2023



@ ctarly polyalphabetic systems
© Later polyalphabetic systems

e Variations
@ Porta

@ Some more options

e A few related systems

Karst Koymans (UvA) Classical Cryptography Tuesday, February 14, 2023
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Early polyalphabetic systems

Polyalphabetic ciphers

Use more than one (cipher) alphabet

Use a changing cipher alphabet (often for each plaintext letter)
@ Leon Battista Alberti (1404 — 1472)

o Cipher disk
Johannes Trithemius (1462 - 1516)

o Tabula recta

@ Giovan Battista Bellaso (1505 — ca 1575)
o Keyed polyalphabetic cipher
@ Giambattista della Porta (ca 1535 - 1615)

o Porta reduced table
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Early polyalphabetic systems

Figure 1: Leon Battista Alberti (1404 — 1472)

Source: https://en.wikipedia.org/wiki/Leon_Battista_Alberti
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Early polyalphabetic systems

Leon Battista Alberti (1404 — 1472)

De Cifris (On Ciphers)
Cipher disk

Regularly change the cipher alphabet
@ Communicate a change in ciphertext
@ The outer ring is used for plaintext

@ The inner ring is used for ciphertext
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Early polyalphabetic systems

Trithemius

Figure 2: Johannes Trithemius (1462 - 1516)

Source: https://en.wikipedia.org/wiki/Johannes_Trithemius

Koymans (UvA) ical Cryptography Tuesday, February 14


https://en.wikipedia.org/wiki/Johannes_Trithemius

Early polyalphabetic systems

Johannes Trithemius (1462 — 1516)

@ Tabula recta

o “proper table”
e square table
o letter square
o tableau
@ Progressive system

o The cipher alphabet changes each letter by taking the next line in the tabula recta

Karst Koymans (UvA) Classical Cryptography Tuesday, February 14, 2023 8/48



Q
S
&
<
>
z
S
=
©
i
=
B
-
2
g
=

EIE<AUARKOENHMYAEZOMOMNHDX =N e

N NZ<ROUOARMKOIDHMASEZOAMOM®HDX ™ c
HIANE<AORAWNMOTHMARZOMNOMKNHD X o

= KHANZ<OOQAHMROIDHNMAEZ0XMOXKONHD .mm

=} DPXYXENZ<RUOAMMKMOIDIHMAEZOAMOM®H W

HIHDX NEZ<ROARKOIHMYAZZOMOX® .

12 NEHDXNZ<ARAOAMMKMOIDHMAEZOAOM V
EIENHDRANE<AUARKOTNHNMARZO MO —

=] OENHDX>*NZ<RUOAKMMKMUOIHNMAEZO0 A o

Al MOMOHDX > NE<AUAMKMOTHNARZO £

o OO UVNHDXNEZ<RAOAMMKOIHNXAEZ «
ZIZOMOMNHEDX*NEZ<AOARKOTHY AR ks

S = S ZOMOMUOUHDX>*NZ<ARAOUAKMMOIHNMA m.lv
E AIASZOMORNHD X ANE<AUAWKOEDH M ©
..M B4 MASZOMOMKUOWHDX > *NZ<AOUAKMMKMOIH Iu
& HIHMASZOMOMKONHDXANE<AOAMKOT %
,m o IHMASZOMOMUOVUHDX*NZ<AOAXMMKO -
m CIOEmHMYASZOMOXKNHEDX A NE<ROAMK =
< HIHMOEHM ASZOMOXMNHDXANEZ<AOAM =
= HIHMOTEHMASZOMORNHDXANE<AOA oo
= QAINAREMOIHMASZOMOXNHD X »NE <A O m
= UIVAMMUOTHY AN ZOROKOHD X =NE<A -
ml =] MUAMKUOIDHMASZOMOKNHD X >NZ< o
w <IN <ROUAMKOTIHMYIZZOMOLNHD X HNE QL
\\\\\\\\\\\\\\\\\\\\\\\\ =
SmNmwnoneogINOXNeRRARING @

Tabula recta




ABCDEFGHIJKLMNOPQRSTUVWXY Z --> plaintext alphabet

\ ciphertext
/ alphabets

A NnEHD>=EX
A NnHD>=
MO N HD >
A Ol

P
Q

WXYZABCDEFGHIIJKLMNOPQRS
ZABCDEFGHIJKLMNOPQRSTUVWXY/

QRSTUVWXYZABCDEFGHTIIJKLMNOTP
RSTUVWXYZABCDETFGHIIJKLMNOP
STUVWXYZABCDETFGHIJKLMNDO
YZABCDEFGHIJKLMNOPQRSTU

ABCDEFGHIJKLMNOPQRSTUVWXYZ\
TUVWXYZABCDETFGHTIJKLMNDO

MNOPQRSTUVWXYZABCDEFGHTIIJKL
NOPQRSTUVWXYZABCDEFGHTIIJKLM

VWXYZABCDEFGHIIJKLMNOP

) tabula recta

progressive

Figure 4: Modern (



Early polyalphabetic systems

Periodic progressive systems

@ Normal progression 0,1,2,. .. is very regular
o lIts period is 26
@ To make things less predictable you can vary the progression

o A step pattern like 1, 3, 2 generates the irregular progression 0,1,4,6,7,10,12, ...

o The progression index (PGl) is 1 4+ 3 4+ 2 = 6 and the progression length (L) is 3
[cm(PGl, 26) L lem(6, 26) 3 — 39

PGl
I PGI, N N
o The general formula for an alphabet of size N is cm(PGI, N) ‘L= L
PGl gcd(PGI, N)

o Now the period turns out to be
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Early polyalphabetic systems

Kryha encryption device

@ Mechanical device making irregular steps when pushing a lever
e With 17-steps pattern 7,6,7,5,6,7,6,8,6,10,5,6,5,7,6,5,9
o The period is an impressive 17 - 26 = 442
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Early polyalphabetic systems

Kryha cryptanalysis

@ Cryptanalysis by William Friedman and his team

o William Friedman, Solomon Kullback, Frank Rowlett and Abraham Sinkov
@ The challenge given was a 1135 letter cryptogram

@ The challenge was broken — without computers — in a mere 2 hours and 41 minutes
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Early polyalphabetic systems

Giovan Battista Bellaso (1505 — ca 1575)

@ “Forgotten by history”
@ Introduced the keyed polyalphabet

o Repeating-key cipher

o Later named after Blaise de Vigenere
@ Used reciprocal alphabets

o Makes encryption and decryption identical operations

o Later named after Francis Beaufort

Karst Koymans (UvA) Classical Cryptography Tuesday, February 14, 2023 14/48



Later polyalphabetic systems

a Later polyalphabetic systems
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Later polyalphabetic systems

Vigenere

Figure 5: Blaise de Vigeneére (1523 - 1596)

Source: https://en.wikipedia.org/wiki/Blaise_de_Vigenére
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Later polyalphabetic systems

Blaise de Vigenére (1523 — 1596)

Used Bellaso’s ideas

Combined the following ideas

o Tabula recta (now called Vigenére square)

o Repeating-key cipher

Plaintext letters are along the top of the diagram

Ciphertext letters inside the table

Key letters are along the left side of the diagram

o A key letter equals the first letter of the cipher alphabet
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plaintext
ABCDEFGHIJKLMNOPQRSTUVWXYZ

MOHD>E=E
ol nHD>
MOl HDP
[ e N 0]

P
Q

ABCDEFGHIJKLMNOPQRSTUVWXYZ
BCDEFGHIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB
DEFGHIJKLMNOPQRSTUVWXYZABZC
EFGHIJKLMNOPQRSTUVWXYZABCD
FGHIJKLMNOPQRSTUVWXYZABCDE
GHIJKLMNOPQRSTUVWXYZABCDETF
HIJKLMNOPQRSTUVWXYZABCDETFG®G
IJKLMNOPQRSTUVWXYZABCDETFGH
JKLMNOPQRSTUVWXYZABCDETFGHTI
LMNOPQRSTUVWXYZABCDETFGHTIIJK
MNOPQRSTUVWXYZABCDETFGHTIIJKL
OPQRSTUVWXYZABCDETFGHTIIJKLMN
PQRSTUVWXYZABCDETFGHTIIJKLMNDO
STUVWXYZABCDETFGHIJKLMNDO
TUVWXYZABCDEFGHIIJKLMNDO
UVWXYZABCDETFGHTIIJKLMNDO
ZABCDEFGHIJKLMNOPQRSTUVWXY

VWXYZABCDEFGHTIIJTKLMNOTP
XYZABCDEFGHIIJTKLMNOPQRST

Figure 6: Vigenére table (modern encoding)



Later polyalphabetic systems

Mathematical formulation of Vigenere’s encryption

@ Let P = PyP; ... P,—1 be the plaintext
@ Let K = KoKj ... K,_1 be the key with period p
@ Then the cryptogram C = CyC;j ... C,—1 is given by

o C; = g,’(P,') =P +K; (mod p) (mOd 26)

For decryption we conclude

) P,- = 'D,'(C,') = Ci - Ki (mod p) (mOd 26)

Exchanging encryption and decryption is called “Variant Vigenére”
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Later polyalphabetic systems

More room for confusion

Assume we want to keep the simple mathematical relationship

between plaintext letter and cryptogram letter: C = P 4+ K

@ Also assume we want to use legacy encoding

The only way this works is by using an alternative Vigenére

This non-standard table is what is used in “The Mathematics of Secrets”

@ In this case the key letters are not the first elements of the cipher alphabet
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plaintext

ABCDEFGHIJKLMNOPQRSTUVWXYZ

BCDEFGHIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZAB
DEFGHIJKLMNOPQRSTUVWXYZABC
EFGHIJKLMNOPQRSTUVWXYZABCD
FGHIJKLMNOPQRSTUVWXYZABCDE
GHIJKLMNOPQRSTUVWXYZABCDETF
HIJKLMNOPQRSTUVWXYZABCDETFG®G
IJKLMNOPQRSTUVWXYZABCDETFGH
JKLMNOPQRSTUVWXYZABCDETFGHTI
KLMNOPQRSTUVWXYZABCDETFGHTIIJ
RSTUVWXYZABCDETFGHTIIJTKLM
TUVWXYZABCDETFGHTIJKLMNDO
TUVWXYZABCDEFGHIJKLMNOP
ZABCDEFGHIJKLMNOPQRSTUVWXY
ABCDEFGHIJKLMNOPQRSTUVWXYZ

Figure 7: Alternative Vigenére table (legacy encoding; used in book)



Later polyalphabetic systems

Figure 8: Francis Beaufort (1774 — 1857)

Source: https://en.wikipedia.org/wiki/Francis_Beaufort
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Later polyalphabetic systems

Francis Beaufort (1774 — 1857)

@ Changes Vigenére square by starting with a mixed cipher alphabet

e Which is a Caesar (key = 1) shift of the atbash cipher
e Or if you want the atbash of a Caesar (key = -1) shift

@ In modern encoding the Beaufort starting cipher alphabetcan also
be described simply as a multiplicative cipher with factor -1
@ In legacy encoding the Beaufort starting cipher alphabet

o must be described by a more complicated affine cipher with

@ factor -1

@ additive 2
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ABCDEFGHIJKLMNOPQRSTUVWXYZ

RMOAHKOIHRMASZOMOMKNHEHD>EX>N<
OAMMKMOIDIHRMX ASZOAMOXNHD>EX>N<A
ARAKOIHARMASZOAMOMANHDEEX>»N<CRO
HAROIEHRM ASZOMNOMONEDE>EX>N<AROA
HFOEHRMASZOMNOMONHEDE>EX>N<AROAR
OEHRM AEZOMNOMNHDE>EX>N<CAOARK
ITHRMX AZZOAMOMNHDE>EXN<CAOARKO
HR M AZZOMAOMNHDE>EXN<CAOARMKOE
P ASZOAMOMNHDE>EXN<CAOARMMKOIH
M ASEZOAKROKNHDPEPEXN<CAOAMMKOIHR
HEZOAAEKOHDE>EXAN<CAOARKOIHRXM
SEZOAMOMANHDEPEXNCROAMKOIEHR XA
ZOAMOEKNEHEDEEXNCAOARKMMKOIDHRNMAS
OCAROEKNEDEPEXNLCAOARKKOIDHRNMXASEZ
AOKNEHEDEPEXNCAOARKMKOIDHRMAEZO
QK NHDPEPEXN<AOAKMKOIDHRMASEZOMX
MOHDPEPEXNCROAHMKOIODHRMAEZOAD
NEPSPEX>*N<C<AOAMKOIHRANMASEZOMAMOAM
HPEPEX*N<CROAMNMKMOIODHR X ASZ0AAX N
PrPEXNCRAOAMKMOIDHRNMAS ZOAMOMOH
PEXNCRAOAMKOIDHRMAS ZOAMNOXKOHD
EXFNCROAMKOIDHRMASZOMNOXK OHD >
XHANCROAHKOIDHRMASZOMNOKOED > =
HPN<ROABHKOIODHRM IS ZOAMOMKOEHED> =X
N<AROARMMKOEHRMASEZOMNOAMNHD>E X ™
<ROAHKMOIDHRMATZOAMOAXONHD>EX >N

<ROAHMKOIHRMASZOAMOXONHD>EX >N

Beaufort table

Figure 9



Later polyalphabetic systems

Mathematical formulation of Beaufort’s encryption

@ Let P = PyP; ... P,—1 be the plaintext (in modern encoding)

Let K = KoK ... K,_1 be the key with period p

Then the cryptogram C = CyC; ... C,—1 is given by
o Ci=E&i(P) = =P+ K (mod py (mod 26)

For decryption we conclude
o Pi=Di(Ci) = —Ci+ Ki (mod p) (mod 26)
@ Now we clearly see the symmetric role of encryption and decryption

) P,‘+Ci:Ci+Pi:Ki(modp) (m0d26)
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Variations

Outline

e Variations
@ Porta
@ Some more options
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Variations Porta

Outline

e Variations
@ Porta
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Variations Porta

della Porta

Figure 10: Giambattista della Porta (ca 1535 - 1615)

Source: https://en.wikipedia.org/wiki/Giambattista_della_Porta
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Variations Porta

Giambattista della Porta (ca 1535 — 1615)

@ Introduced the first digraph substitution
o De furtivis Literarum Notis (1563)
e His scientific work on cryptography
@ Introduced another polyalphabetic cipher based on a reduced size table

o Porta’s reduced table
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ABCDEFGHIJKLMNOPQRSTUVWXYZ

RSTUVWXYZABCDETFGHTIIJKLM
STUVWXYZNMABCDETFGHTIIJKL
TUVWXYZNOLMABCDETFGHTIIJK
STUVWXYZNOLMABCDETFGHTIIJK

STUVWXYZNOPQRIJKLMABCDETFGH
STUVWXYZNOPQRIJKLMABCDETFGH
TUVWXYZNOPQRSHIJKLMABCDETFG
TUVWXYZNOPQRSHIJKLMABCDETFG
UVWXYZNOPQRSTGHIIJKLMABCDETF
UVWXYZNOPQRSTGHIIJKLMABCDETF
VWXYZNOPQRSTUFGHIIJKLMABCDE
VWXYZNOPQRSTUFGHIIJKLMABCDE
WXYZNOPQRSTUVEFGHIIJKLMABCD
WXYZNOPQRSTUVEFGHIIJKLMABCD
XYZNOPQRSTUVWDEFGHIJKLMABC
XYZNOPQRSTUVWDEFGHIJKLMABC
YZNOPQRSTUVWXCDETFGHTIIJKLMAB
ZNOPQRSTUVWXYBCDETFGHTIJKLMA
ZNOPQRSTUVWXYBCDEFGHTIJKLMA

<ROAHMKOIHRMASZOAMOXONHD>EX >N

Full Porta table

Figure 11



Reduced Porta table

AB | NOPQRSTUVWXYZ
CD | OPQRSTUVWXYZN
EF | PQRSTUVWXYZNO
GH | QRSTUVWXYZNOTP
IJ ] RSTUVWXYZNOPQ
KL | STUVWXYZNOPQR
MN [ TUVWXYZNOPQRS
OP | UVWXYZNOPQRST
QR | VWXYZNOPQRSTU
ST | WXYZNOPQRSTUYV
UV | XYZNOPQRSTUVW
WX | YZNOPQRSTUVWX
YZ | ZNOPQRSTUVWXY

Figure 12: Reduced Porta table



Variations Some more options

e Variations

@ Some more options
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PLAINMXEDUBCFGHIKOQRSTVWYZ

ABCDEFGHIJKLMNOPQRSTUVWXYZ
BCDEFGHIJKLMNOPQRSTUVWXYZA
CDEFGHIJKLMNOPQRSTUVWXYZATB
EFGHIJKLMNOPQRSTUVWXYZABCD
FGHIJKLMNOPQRSTUVWXYZABCDE
HIJKLMNOPQRSTUVWXYZABCDETFG
IJKLMNOPQRSTUVWXYZABCDETFGH
KLMNOPQRSTUVWXYZABCDETFGHTIIJ
LMNOPQRSTUVWXYZABCDETFGHTIIJK
RSTUVWXYZABCDETFGHTIIJKLM
STUVWXYZABCDETFGHTIIJKLMN
TUVWXYZABCDEFGHTIIJKLMNDO
TUVWXYZABCDEFGHIJKLMNOP
ZABCDEFGHIJKLMNOPQRSTUVWXY

Plain mixed up”-table

“«

Figure 13



ABCDEFGHIJKLMNOPQRSTUVWXYZ

CIPHERMXDUABFGIKLNOQSTVWYZ
IPHERMXDUABFGIKLNOQSTVWYZZC
PHERMXDUABFGIKLNOQSTVWYZCTI
ERMXDUABFGIJKLNOQSTVWYZCTIPH
RMXDUABFGIJIKLNOQSTVWYZCTIPHE
XDUABFGIJKLNOQSTVWYZCIPHERM
DUABFGJKLNOQSTVWYZCIPHERMZX
ABFGJKLNOQSTVWYZCIPHERMXDU
BFGJKLNOQSTVWYZCIPHERMXDUA
FGIKLNOQSTVWYZCIPHERMXDUATB
GJKLNOQSTVWYZCIPHERMXDUABTF
JKLNOQSTVWYZCIPHERMXDUABTFG

STVWYZCIPHERMXDUABT FGIJK

TVWYZCIPHERMXDUABTPFGIJKL

VWYZCIPHERMXDUABTFGIJIKLN

Cipher mixed up”-table

«

Figure 14



ABCDEFGHIJKLMNOPQRSTUVWXYZ

CIPHERMXDUABFGIKLNOQSTVWYZ
IPHERMXDUABFGIKLNOQSTVWYZZC
PHERMXDUABFGIKLNOQSTVWYZCTI
ERMXDUABFGIJKLNOQSTVWYZCTIPH
RMXDUABFGIJIKLNOQSTVWYZCTIPHE
XDUABFGIJKLNOQSTVWYZCIPHERM
DUABFGJKLNOQSTVWYZCIPHERMZX
ABFGJKLNOQSTVWYZCIPHERMXDU
BFGJKLNOQSTVWYZCIPHERMXDUA
FGIKLNOQSTVWYZCIPHERMXDUATB
GJKLNOQSTVWYZCIPHERMXDUABTF
JKLNOQSTVWYZCIPHERMXDUABTFG
KLNOQSTVWYZCIPHERMXDUABTFGIJ

STVWYZCIPHERMXDUABT FGIJK

TVWYZCIPHERMXDUABTPFGIJKL

VWYZCIPHERMXDUABTFGIJIKLN

Cipher and key mixed up”-table

«
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ABCDEFGHIJKLMNOPQRSTUVWXYZ

ABFGJKLNOQSTVWYZCIPHERMXDU
BFGJKLNOQSTVWYZCIPHERMXDUA
CIPHERMXDUABFGIKLNOQSTVWYZ
ERMXDUABFGIJKLNOQSTVWYZCTIPH
FGIKLNOQSTVWYZCIPHERMXDUASB
HERMXDUABFGJKLNOQSTVWYZCTIP
IPHERMXDUABFGIKLNOQSTVWYZC
KLNOQSTVWYZCIPHERMXDUABTFGIJ
LNOQSTVWYZCIPHERMXDUABTFGIJK
MXDUABFGJKLNOQSTVWYZCIPHER
NOQSTVWYZCIPHERMXDUABTFGIJKL
OQSTVWYZCIPHERMXDUABTFGIJKLN
PHERMXDUABFGJIKLNOQSTVWYZCTI
QSTVWYZCIPHERMXDUABFGIJKLNDO

RMXDUABFGJKLNOQSTVWYZCTIPHE

STVWYZCIPHERMXDUABTFGIJKLNOZQ
TVWYZCIPHERMXDUABFGIKLNOQS
UABFGJKLNOQSTVWYZCIPHERMXD
VWYZCIPHERMXDUABTPFGIJKLN

H> =
nHX
A\
(o=}

o

XDUABFGJKLNOQSTVWYZCTIP

ZCIPHERMXDUABPFGIKLNOQSTVWY

Cipher and key mixed up (sorted)’-table

«

Figure 16



PLAINMXEDUBCFGHIKOQRSTVWYZ

CIPHERMXDUABFGIKLNOQSTVWYZ
IPHERMXDUABFGIKLNOQSTVWYZZC
PHERMXDUABFGIKLNOQSTVWYZCTI
ERMXDUABFGIJKLNOQSTVWYZCTIPH
RMXDUABFGIJIKLNOQSTVWYZCTIPHE
XDUABFGIJKLNOQSTVWYZCIPHERM
DUABFGJKLNOQSTVWYZCIPHERMZX
ABFGJKLNOQSTVWYZCIPHERMXDU
BFGJKLNOQSTVWYZCIPHERMXDUA
FGIKLNOQSTVWYZCIPHERMXDUATB
GJKLNOQSTVWYZCIPHERMXDUABTF
JKLNOQSTVWYZCIPHERMXDUABTFG
KLNOQSTVWYZCIPHERMXDUABTFGIJ

STVWYZCIPHERMXDUABT FGIJK

TVWYZCIPHERMXDUABTPFGIJKL

VWYZCIPHERMXDUABTFGIJIKLN

Plain, cipher and key mixed up”-table

«

Figure 17



PLAINMXEDUBCFGHIKOQRSTVWYZ

UABFGJKLNOQSTVWYZCIPHERMXD
ABFGJKLNOQSTVWYZCIPHERMXDU
BFGJKLNOQSTVWYZCIPHERMXDUA
IPHERMXDUABFGIKLNOQSTVWYZZC
FGIKLNOQSTVWYZCIPHERMXDUASB
JKLNOQSTVWYZCIPHERMXDUABTFG
ERMXDUABFGJKLNOQSTVWYZCIPH
CIPHERMXDUABFGIJKLNOQSTVWYZ
LNOQSTVWYZCIPHERMXDUABTFGIJK
HERMXDUABFGJKLNOQSTVWYZCTIP
NOQSTVWYZCIPHERMXDUABTFGIJKL
OQSTVWYZCIPHERMXDUABTFGIJKLN
DUABFGJKLNOQSTVWYZCIPHERMZX

QSTVWYZCIPHERMXDUABFGIJKLNDO
STVWYZCIPHERMXDUABFGIJKLNDO

Q
S
T
M

Q
S
R

0Q
E

VWYZCIPHERMXDUABTPFGIJKLN
XDUABFGJKLNOQSTVWYZCIPH
WYZCIPHERMXDUABTPFGIJKLN

> =
B>
" H
[e30]

0
Q

RMXDUABFGIJIKLNOQSTVWYZCTI

53]
o
A

ZCIPHERMXDUABPFGIKLNOQSTVWY

Plain, cipher and key mixed up (sorted)”-table

«

Figure 18



ABCDEFGHIJKLMNOPQRSTUVWXYZ

BQSNLTVWFYZAJGCUIPHEORMKZXD
FSTONVWYGZCBKIJIAPHEROQMXLDU

GTVQOWYZJCIFLKPBHERMSXDNUA

HBFUDGJKELNPMROIQSTVAWYXZZC
JVWSQYZCKIPGNLHFERMXTDUOAB

F
G

B
F

AQ
B S

LYZVTCIPNHEKQORIMXDUWA

PABDXFGJHKLIRENCOQSTUVWMYZ
OCIYWPHEQRMNTSXLDUABZTPFGVIJK

RGIBAKLNMOQEDXSHTVWYFZCUTIP

QIPZYHERSMXOVTDNUABFCGIJTWKL
SPHCZERMTXDQWVUOABFGIJKYLN

AOQLKSTVBWYUGFZDCIPHNERIMX
THEICRMXVDUSYWAQBPFGIJTPKLZNDO
VERPIMXDWUATZYBSFGIJKHLNCDO

Q
S
T
M

IQ
S
R

WRMHPXDUYABVCZFTGIJIKLENDO
YMXEHDUAZBFWICGVIJIKLNR
UNOKJQSTAVWDFBYXZCIPL

~ O

0 Q
HE

XKLGFNOQDSTMAUVRWYZCJIPBHE

EFGAUJKLRNOHXMQPSTVWBYZDCTI
IUAXMBFGPJKCEHLZNOQSDTVRWY

Plain, cipher and key mixed up (all sorted)”-table

«

Figure 19



SAMEIXDBCFGHIKLNOPQRTUVWYZ

C<EHHXAROKOIRMIAZOMNOAMEBED>E>»NO®
ERHXAMOKOIAR M AZOAMOAXKEHEDEEXNO®N<
HHXAROKOIEIRM AZOMOMHD>E>XN®W<S
HYXAROKOIRMAZOMNOMED>EXNMNCSER
KAROKOIRMAZOMNOMEBEDE>EXNONCSE AH
AROKROIRMAZOMNOMHEHDE>EXNOMNCEAHX
RMOROIRMAZOMNOMHDEEXNONCSCEAHXA
OROIRMXAZOMNOMHDEEXNNONCSCEAHXAM
HFOIZRMXAZOMAMOMHDEPENNONCEMAHXAMRO
OERMAZOAMNOMHDESENONSCSRAHXAMOK
PR AZOAKOAXEKHDEPENNANCSCEHAHXAMRMOKO
P AZOAMOMHDEENNONOSCEHHXAROKO D
MAZOAOAXEKHDZPEFNNANCEAHXAMOKO IR
HZOAKOKHEDEPENNONCEAHXAAMOKOIR X
ZOAROKEHEDEPENNONOLCEAHXAAOKROI R XA
OAROKHDPEPENNNCEAHXAAMOKROIRXAZ
AOKEHDPENNONOCEAHXAAROKROIEDARXAZO
QEHDPEXNONCETHNHXARQAOKROIERMXAZOMN
MERPEPENOCSHHAXAROKROIAMAIZO D
HPPENOCEAdHXAAMORMOIDARANMAZOAMOX
PrPENOCEAHRXAAMOROIDARNMAZOAMOXEH
PEFMNOCEAHXAAMOKROIDARMAZOMNAXED
EXANNCEOHXANOROIODA M AZOAMOXEHD >
HPNNCERAHRXAAOROIZARMAZOAMOXKED > =
NON<EHHXAROKROIDRMAZOMNOAMEBED> = >
NCERHXAAMOKROIR M AZOAMOAXKEHED> = >N

Same mixed (Beaufort-style)” table

«

Figure 20



ABCDEFGHIJKLMNOPQRSTUVWXYZ

¢
P
Q
R
Y
D

P
Q
R
z
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J
S Q
cs

RQG
TRH

STRUYQPOWNLKZJHGFCABDXTIVEM
DSZAIYWVEUTRXQPONLBEKIJIHGMTFZC
BASMXZYWIVUTDRQPONCLKIJHEGTF
MVUWSTRQZPONALKIJHGETFCBDYXTI
CMAEDSZYXWVUBTRQPOFNLKIJTIHG
GIEXCMASBZYWFVUTRQHPONLDIKIJ
EWVYAUTRSQPOMNLKIHIGFCBZDX
IJDXBGIEMFASZHYWVUTKRQPOCNTL
KBDCHXIEGMASJZYWVULTROQPTFON
LCBFJDXIHEMAKSZYWVNUT
NFCGKBDXJIEMLASZYWOVU
OGFHLCBDKXIENMASZYPWVUT
PHGJINFCBLDXIOEMASZQYWVUKT
RQTWPONVLKIJYHGFCBSDXTETUMA
KJLPHGFOCBDQXTIEMATSZYWNVU
TLKNQJHGPFCBRDXIEMUASZYOWV
UNLORKIJIHQGFCTBDXIEVMASZPYW
IYWZMVUTARQPEONLKIJXHGTF
YQPRVONLUKIJHWGFCBDZXTIEMTAS

Same mixed (Beaufort style and sorted)”-table

«

Figure 21



A few related systems

Outline

@ A few related systems
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A few related systems

Multiplex systems (1): Alphabet strips

@ Choose a set of alphabet strips from a given collection

Each strip contains (two copies of) a permutation of the alphabet

Put the plaintext inside one of the columns
@ Read off the ciphertext from any other column

o Each of the other 25 columns is called a generatrix

Karst Koymans (UvA) Classical Cryptography Tuesday, February 14, 2023
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A few related

Alphabet strip example

crypto

plain

11ALTMSXVQPNOHUWDIZYCGKRTPFBE]J

3CZINXFYQRTVWLADKOMIJIUBGEPHS
23 JCPGBZAXKWREVDTUFOYHMLSTIQN
12 VEWOAMNFLHQGCUJTBYPZKXTISRD

7VROGSYDULCFMQTWAHXJEZBNIKTP

11MSXVQPNOHUWDIZYCGKRPFBEIJALT

S3QRTVWLADKOMIJIUBGEPHSCZINXTFY
23 XKWREVDTUFOYHMLSIQNIJICPGBZA

12X ISRDVEWOAMNFLHQGCUJTBYPZK

7BNIKPVROGSYDULCFMQTWAHXIJE?Z

11T FBEJALTMSXVQPNOHUWDTIZYCGKR

S3FYQRTVWLADKOMIUBGEPHSCZTINZX
23 JCPGBZAXKWREVDTUFOYHMLSTIQN
12HQGCUJTBYPZKXISRDVEWOAMNTFL

7TWAHXJEZBNIKPVROGSYDULCTFMQ

11IZYCGKRFBEJALTMSXVQPNOHUWD

Encryption of vyaND NADERT WATER iNtO DDTjW XTWsI VKRZI X

Figure 22:

Source: Syllabus Hans van der Meer
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Alphabet strips (M-138-A)

Figure 23: William Friedman’s alphabet strips device

Source: Syllabus Hans van der Meer
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A few related systems

Jefferson and Bazeries

Thomas Jefferson

Etienne Bazeries

https://en.wikipedia.org/wiki/Thomas_Jefferson

http://www.bibmath.net/crypto/complements/images/bazeries. jpg
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A few related systems

Multiplex systems (2): Jefferson disk (M-94)

@ This is based on the same idea as the alphabet strips
@ The alphabets are circumscribed on wheels mounted on a cylinder

@ It is also called a Bazeries cylinder

Source: Syllabus Hans van der Meer
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A few related systems

Rotor based systems

Similar to a progressive system based on a mixed cipher alphabet

The difference is that it also has a “regressive” component

In fact the next cipher alphabet is a conjugation

of the current cipher alphabet with a “Caesar 1”7 cipher

Let R be the (arbitrary) rotor permutation and C an additive permutation with addition 1

Then after k rotation steps the permutation is given by

R, =C ¥ oRocCk
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