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Polyalphabetic ciphers Alberti
» Use more than one (cipher) alphabet
» Use a changing cipher alphabet (often for each plaintext letter)
> Leon Battista Alberti (1404 — 1472)
» Cipher disk
» Johannes Trithemius (1462 — 1516)

» Tabula recta

» Giovan Battista Bellaso (1505 — ca 1575)
> Keyed polyalphabetic cipher
> Giambattista della Porta (ca 1535 - 1615) Figure 1: Leon Battista Alberti (1404  1472)

» Porta reduced table

Source: https://en.wikipedia.org/wiki/Leon_Battista_Alberti


https://en.wikipedia.org/wiki/Leon_Battista_Alberti

Trithemius

Z<MOUAMKMUTHMITZOMOXNHD XN
NEZ<RUAHMOIDHX AT ZO MO ®NHDX>
ANE<OOAMMODHMASZOMOXMNOHD X
HKANE<AUARKMUOIHMASZOMOXMNHD
DX>*NEZE<AUARKOTHXASTZOMNOXKOH
HFODXF>NZ<AUAQAMKOINDHAMAZTZOMOX®N
NHDXANZCAR0AMKOIHXAEZOMKOX
EONHDKXANZ<RUAHKOIDHXAEZO A
OEOHDX>NZ<AOAWMKOTHNYAXZO A
MO NHDXHANE<C<QAOARKOIHMYAEZO
ORMOMNHDK A NE<AUARMKMOIHMJI=EZ
ZOAMOMOWHDX>*NEZ<AOARMKOTHNAS
EZOMOXKUNHDX A NECR0UAMKOIHNXA
HEZOAMOKNHD X NZ<RUAQMMOIHM
MAZZOMOMOUEDXNZ<AOOAMKO T
HYASZOMOXKOHDX*NEZ<AOARKOT
IHMYAZSZORMOMNHEPDXNNE<AOAMKO
OEHNMASZOMOMONHDX»NE<MOAO MK
HOZHNMAZZOMXNEOWHD X »NEZ<mOUAM
HEHODHMAZRZOAMOKNHD X *NEZ<@mO0AQ
AHEOINHMAZZOMOXOEDX»NEZ</AO
CAMKUOIHMAZZOROXNHDX #NZ<A
MOAMMOZHXYASZOMAXKNDHD X ™NE<
CRAUAMMUOEHMASZOMONKNHD X MNE

ABCDEFGHIKLMNOPQRSTUXYZW

Figure 2: Johannes Trithemius (1462 - 1516)
Source: https://en.wikipedia.org/wiki/Johannes_Trithemius

Tabula recta
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» The cipher alphabet changes each letter by taking the next line in the tabula recta
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Leon Battista Alberti (1404 — 1472)
Johannes Trithemius (1462 — 1516)

Figure 3: Original tabula recta (no J, V; W at end)


https://en.wikipedia.org/wiki/Johannes_Trithemius
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z --> plaintext alphabet Periodic progressive systems

0‘ABCDEFGHIJKLMNOPQRSTUVWXYZ\

1‘BCDEFGHIJKLMNOPQRSTUVWXYZA|

2| CDEFGHIJKLMNOPQRSTUVWXYZAB |

3| DEFGHIJKLMNOPQRSTUVWXYZABC |

4 | EFGHIJKLMNOPQRSTUVWXYZABCD |

5 | FGHIJKLMNOPQRSTUVWXYZABCDE |

6‘GHIJKLMNOPQRSTUVWXYZABCDEF| . .
D P EEIRLONOPARASRUVURTZADCDBR@ | » Normal progression 0,1, 2, ... is very regular
r 8 | TIJKLMNOPQRSTUVWXYZABCDETFGH | >[ d2
o 9| TKLMNOPQRSTUVWXYZABCDEFGHT | ts period is 26
g 10 | KLMNOPQRSTUVWXYZABCDEFGHTIIJ | . . .
Y 11 | LMNOPQRSTUVWXYZABCDEFGHTIJK | » To make things less predictable you can vary the progression
e 12 | MNOPQRSTUVWXYZABCDETFGHTIIJKL \ ciphertext . ) i
s 13| NOPQRSTUVWXYZABCDEFGHTIJKLM / alphabets > A step pattern like 1, 3, 2 generates the irregular progression 0, 1,4,6,7,10,12, ...
s 14 | OPQRSTUVWXYZABCDEFGHTIIJIKLMN | H ° g _ o H
3% PRRSTIVIRYEADEDEPERNES ROET® | » The progression index (PGl) is 1 4+ 3 + 2 = 6 and the progression length (L) is 3
o 16 | QRSTUVWXYZABCDEFGHIJKLMNOP | . lem(PGl, 26) lem(6, 26)
n 17 | RSTUVWXYZABCDEFGHIJKLMNOPQ | >Nowthepenodturnsouttobe L= -3=239
s 18 | STUVWXYZABCDEFGHIJKLMNOPQR | PGI

19 | TUVWXYZABCDEFGHIJKLMNOPQRS | |Cm(PG[,N) N
20| UVWXYZABCDEFGHIJKLMNOPQRST | » The general formula for an alphabet of size N is -L= -L
21 | VWXYZABCDEFGHIJKLMNOPQRSTU | PGl gcd(PGI, N)
22 | WXYZABCDEFGHIJKLMNOPQRSTUV | ’
23 | XYZABCDEFGHIJKLMNOPQRSTUVW |

24‘YZABCDEFGHIJKLMNOPQRSTUVWX|

25‘ZABCDEFGHIJKLMNOPQRSTUVWXY/

Figure 4: Modern (progressive) tabula recta

Kryha encryption device Kryha cryptanalysis

» Mechanical device making irregular steps when pushing a lever
» With 17-steps pattern 7,6,7,5,6,7,6,8,6,10,5,6,5,7,6,5,9
» The period is an impressive 17 - 26 = 442

» Cryptanalysis by William Friedman and his team
» VWilliam Friedman, Solomon Kullback, Frank Rowlett and Abraham Sinkov

» The challenge given was a 1135 letter cryptogram

» The challenge was broken — without computers — in a mere 2 hours and 41 minutes
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Figure 6: Vigenére table (modern encoding)


https://en.wikipedia.org/wiki/Blaise_de_Vigen%C3%A8re

Mathematical formulation of Vigenere’s encryption

» Let P = PyP; ... P,—1 be the plaintext

> Let K = KoKi ... K, _1 be the key with period p

» Then the cryptogram C = CyCy ... C,_1 is given by
> Ci=&i(P;) = Pi+ Ki (mod p) (mod 26)

» For decryption we conclude
» P, =Di(Ci) = Ci — Ki (mod p) (mod 26)

> Exchanging encryption and decryption is called “Variant Vigenére”
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PNRXZ<CHOUBOWOZRECNAR“~RIOMEBOOW
WENRKXZICCHOMIOWOZECOARYAIOHMEOOO
OEPNRKXEZ<CHNWIBOWOZENRYHIOMEWO
ODOWEPNRKXEZI<CCHOWIOWOZEZCO AR YHA T OMM
MOOEPNRKXEI<CHOVWIONWOZECDRYHIOM
MEOOOEPNRXEZ<CHOWIOYOZZCASHIO
OMHOOEPNRXEI<CHOIOTWOZEE R =T
TOMHBUOWEEPNRKXEZ<CHNIOWOZRZDRSH
HHIZIOHMEBUOOEPNKXZI<CHOIONWOZECR
ARUHIOMEHUOUOBEPRPNRKXE<CHOIOWOZI
CRARYHIOMEOHUOUOERPNRKXEI<CHOIBOWOZEX
BEORYHIOMOUOERPNRXZI<CH®OWIBOWOZ
ZEOARASHIOMHBUOOWENRKXEZ<CHOWRIOWO
OCZRECARUHIOHMBUOEPNKXZI<COH®O®IOY
WMOZRHNAYHIOHEOUOOEENRKXZ<CHOWIO
OUOZEr AYHIOHMOUOUOEEPNRKXEZI<CHOX 0
BMOMWMOZECARYHIOMONUOEENRXZI<COR®
WAIOHWOZErNARYHIOMEOOOWEENRKXEZ<CH
HOUBOTWOZECOAYHRIOMBOOWEENKX = <C
CHUOURBOUWOZELrAYHIOHMEHOOE>» N X<
<OHUVIROUTVOZECAYHAIOHIHOOEENK X
T<CHVIBOYWOZECOARHUYUHIOHMIMOUOE P> N X
XKE<CHOUBOWOZEDNARYHIOMEHNUOUOE >N
HKAZTCCHOWRBOWOZECOAYHIOMEOOO®mE >N
NKXEZ<CHWRBONOZEZNREYHRIOMEHOO®E>

Figure 7: Alternative Vigenére table (legacy encoding; used in book)

More room for confusion

v

Assume we want to keep the simple mathematical relationship
between plaintext letter and cryptogram letter: C = P 4 K

Also assume we want to use legacy encoding
The only way this works is by using an alternative Vigenére

This non-standard table is what is used in “The Mathematics of Secrets”

vVvyyvyy

In this case the key letters are not the first elements of the cipher alphabet

Beaufort

Figure 8: Francis Beaufort (1774 — 1857)

Source: https://en.wikipedia.org/wiki/Francis_Beaufort


https://en.wikipedia.org/wiki/Francis_Beaufort

Francis Beaufort (1774 — 1857) A

MNOP RSTUVWXYZ

» Changes Vigenére square by starting with a mixed cipher alphabet
» Which is a Caesar (key = 1) shift of the atbash cipher
» Or if you want the atbash of a Caesar (key = -1) shift
» In modern encoding the Beaufort starting cipher alphabetcan also
be described simply as a multiplicative cipher with factor -1
» In legacy encoding the Beaufort starting cipher alphabet
» must be described by a more complicated affine cipher with

> factor -1
P additive 2
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Figure 9: Beaufort table
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Mathematical formulation of Beaufort’s encryption della Porta

» Let P = PyP; ... P,_1 be the plaintext (in modern encoding)

> Let K = KoK1 ... K,_1 be the key with period p

» Then the cryptogram C = CyCy ... C,_1 is given by
> Ci=&(P) = —Pi+ Ki (moa p) (mod 26)

» For decryption we conclude
> P, =D;(C)=—-C+K; (mod p) (mod 26)

» Now we clearly see the symmetric role of encryption and decryption
> P+ Ci = Ci+ P, = Ki (moa p) (mod 26)

Figure 10: Giambattista della Porta (ca 1535 — 1615)

Source: https://en.wikipedia.org/wiki/Giambattista_della_Porta


https://en.wikipedia.org/wiki/Giambattista_della_Porta

ABCDEFGHIJKLMNOPQRSTUVWXY

Giambattista della Porta (ca 1535 - 1615)
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» Introduced the first digraph substitution

» De furtivis Literarum Notis (1563)

> His scientific work on cryptography

» Introduced another polyalphabetic cipher based on a reduced size table

» Porta’s reduced table

Figure 11: Full Porta table

PLAINMXEDUBCFGHIJKOQRSTVWY?Z

Reduced Porta table

ABCDEFGHIJKLMNOPQRSTUVWXYZ

ZABCDEFGHIJKLMNOPQRSTUVWXY

ABCDEFGHTIJKLM

NOPQRSTUVWXY Z

PQRSTUVWXYZNO

ZNOPQRSTUVWXY

Figure 12: Reduced Porta table

Plain mixed up”-table

«

Figure 13:



ABCDEFGHIJKLMNOPQRSTUVWXY

NI N
1

ABCDEFGHIJKLMNOPQRSTUVWXY
CIPHERMXDUABFGIJIKLNOQSTVWY

«

Figure 15: “Cipher and key mixed up”-table

«

Figure 14: “Cipher mixed up”-table

PLAINMXEDUBCFGHIJKOQRSTVWY?Z

ABCDEFGHIJKLMNOPQRSTUVWXYZ

CIPHERMXDUABFGIJIKLNOQSTVWYZ

ABFGJKLNOQSTVWYZCIPHERMXDU

ZCIPHERMXDUABFGIJIKLNOQSTVWY

Plain, cipher and key mixed up”-table

«

Figure 17:

«

Figure 16: “Cipher and key mixed up (sorted)’-table



ABCDEFGHIJKLMNOPQRSTUVWXY

N 1A

PLAINMXEDUBCFGHIJIKOQRSTVWY
UABFGJKLNOQSTVWYZCIPHERMX

IUAXMBFGPIJKCEHLZNOQSDTVRWY

ZCIPHERMXDUABFGIJKLNOQSTVWY

Plain, cipher and key mixed up (all sorted)’-table

«

Figure 19:

Plain, cipher and key mixed up (sorted)”-table

«

Figure 18:

ABCDEFGHIJKLMNOPQRSTUVWXYZ

SAMEIXDBCFGHIJKLNOPQRTUVWYZ

STRUYQPOWNLEKZIJHGFCABDXTIVEM
YQPRVONLUKIJIHWGFCBDZXTEMTAS

CERHXAROKOIRX HDEE>N®V
SEHHXARUOKOIRAXMAZOMNOKEHEDEZ AN <
HHXQAOKROIERX AZOAOXHD>EWNON<=
HXAROKOIRMXAZOMOMHDEEXNO<ER
KARMOUOKMOIDIA X AZOMNOEHDEEZ*NON<EHH
AROUOKOIPRMAZOAOXKEDZ>EWNONCIEHHX
MORUOIODRMAZOMOMEDE>EZXNO<CEAHXA
OROIRMAZOAOEHDEENONSCEOHXARM
HODRMAZOAMOXKHDEEXNNOSEMHXAAQO
OEZRXAZOMNOAXHDPENOAOCEAHXAMOMK
IhXAZOAMOXKHDEEFNNONCEMHHXAAMOKO
PYAZOMOMEDZEXNNONOCEZAHXARMOKO T
MAZOMOEHDPEFNNONOSCEOHXAROKO IR
HZOAMOXKHDEPENNNCEMAMHAXAARAOKOI M
ZOMOMHDPEXNONCERAHXAMOKOIDR XA
OROEHDPEPEXNANCEHMHXAQAAROKOI AN AZ
AMOMHDEPENNOSCEMAHXAAMOKOIRNXAZO
OQEHDPEANNVCETLAHXAAMOKMOIARX 320/~
KEDEPEFNOCSCEWLUAXAROKMOI AR IZOAKD
HDSEHXNNOCEAHXAROKOIDR X AZOMNOX
DPEFNOSCEMAHXAAOKROIRM AZOAIXH
PENNOCSCEHAHXAROKOINAMAZOAMOXHD
EXNOCEAHXAMOKMOER X AZOMAMOXHD >
FNNCTRHXAAUOUKMOIRXY AZOAKOAXHD > =
NNCSERHXAROKUOIRMXAZOAMOXKHD> =™
NCEEAHXAROKOIRMXAZOAMOXED> =N

Same mixed (Beaufort style and sorted)’-table

«

Figure 21:

«

Figure 20: “Same mixed (Beaufort-style)” table



Multiplex systems (1): Alphabet strips Alphabet strip example

plain crypto
v w
11 ALTMSXVQPNOHUWDIZYCGKRTPFBE]J
3CZINXFYQRTVWLADKOMIJIUBGETPHS
23 JCPGBZAXKWREVDTUFOYHMLSTIQN
12 VEWOAMNFLHQGCUJTBYPZKXTISRD
» Choose a set of alphabet strips from a given collection TVROGEYDULErUQTUANSIBERNIES
. . . . 11 MSXVQPNOHUWDIZYCGKRPFBEIJALT
» Each strip contains (two copies of) a permutation of the alphabet 3QRTVWLADKOMIUBGEPHSCZINXFY
. . . 23 X KWREVDTUFOYHMLSIQNICPGBZA
» Put the plaintext inside one of the columns 12XTSRDVEWOAMNFLHQGCUJTBYPZK
7BNIKPVROGSYDULCFMQTWAHXIJE?Z
» Read off the ciphertext from any other column v W
11 FBEJALTMSXVQPNOHUWDTIZYCGKR
» Each of the other 25 columns is called a generatrix SDTARTYULADKOUIUDEEDPHSCZ I IV X
23 JCPGBZAXKWREVDTUFOYHMLSTIQN
12HQGCUJTBYPZKXISRDVEWOAMNTFL
7TWAHXJEZBNIKPVROGSYDULCTFMDQ
v w
11 IZYCGKRFBEJALTMSXVQPNOHUWD

Figure 22: Encryption of vYAND NADERT WATER iNtO DDTJW XTWSI VKRZI X
Source: Syllabus Hans van der Meer

Alphabet strips (M-138-A) Jefferson and Bazeries

Thomas Jefferson

Figure 23: William Friedman’s alphabet strips device

Etienne Bazeries

https://en.wikipedia.org/wiki/Thomas_Jefferson

Source: Syllabus Hans van der Meer 3 A 3 5
http://www.bibmath.net/crypto/complements/images/bazeries. jpg


https://en.wikipedia.org/wiki/Thomas_Jefferson
http://www.bibmath.net/crypto/complements/images/bazeries.jpg

Multiplex systems (2): Jefferson disk (M-94)

» This is based on the same idea as the alphabet strips
» The alphabets are circumscribed on wheels mounted on a cylinder

» It is also called a Bazeries cylinder

Source: Syllabus Hans van der Meer

Rotor based systems

v

Similar to a progressive system based on a mixed cipher alphabet
The difference is that it also has a “regressive” component

In fact the next cipher alphabet is a conjugation
of the current cipher alphabet with a “Caesar 1” cipher

Let R be the (arbitrary) rotor permutation and C an additive permutation with
addition 1

Then after k rotation steps theRpieérr@tartg)ﬁ is given by
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